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INTRODUCTION

Cybersecurity is a rapidly changing, evolving, and expanding field, presenting us with new
challenges and threats every day, thanks to the unprecedented scale of technological development
in our rapidly changing world. The various infocommunication technologies are essential
components of our modern society. Consequently, the use of these tools and technologies is also
becoming increasingly widespread in the public service.

However, their everyday use and growing dependence can entail several risks. Achieving the right
level and quality of cyber security is a complex task and is critical to both the creation and continued
viability of the public and private sectors. The continuous increase in cyber-attacks and the
emergence of new tools and alternatives to attacks create new challenges and require the
development and constant improvement of additional protection mechanisms. Responding
immediately to challenges and threats places a significant burden on organisations. The public
service and the various critical and critical-information infrastructures can be seen as indispensable
for the day-to-day functioning of society. Therefore, it is necessary to ensure the continued reliable
and secure operation of the information systems on which they are based.

Experience from recent years shows that the public service is a prime target of cyber-attacks, and
cyber-attacks against public service organisations have become commonplace. Attacks are mainly
aimed at obtaining internal and confidential information and limiting various services' functioning.
Therefore, the whole organisation - from the smallest element of the system, through information
systems, to the people working in them - must be prepared to prevent an attack and to respond to
events that may occur. In the public service, too, it is vital to continuously improve cyber defence,
cyber protection capability and cyber security, and the development and delivery of cyber security
training, education and exercises are essential elements of this. A significant proportion of attacks
target the unpreparedness and lack of security awareness of users, which is why the primary
objective is to develop and continuously improve the awareness and cyber defence capabilities of
civil servants, and to achieve this, it is essential to create a training format that will help to achieve

these objectives.

THE FORMULATION OF THE SCIENTIFIC PROBLEM

The basis of the scientific problem hinders the global cybersecurity workforce shortage.
According to the International Information System Security Certification Consortium Inc. (ISC)

2021 survey, the cybersecurity workforce shortage has decreased (from 3.12 million to 2.71 million



cybersecurity professionals) but still results in a severe shortage. ISC states that the global
cybersecurity workforce needs to grow by 65% to protect critical systems and assets of
organisations effectively. The study points out that one of the most essential options to overcome
the mentioned workforce shortage is the professional training of staff.!

The lack of suitably qualified professionals can be a significant barrier and obstacle to the
functioning of the public service and the state. To address the workforce shortage and improve
the cybersecurity awareness and skills of public service employees, it is crucial to establish training
for the public service, which aims at developing and improving organisational and personal
cybersecurity.

Lacking a cybersecurity-literate workforce and the cybersecurity-related additional tasks and
pressures on available human resources can have several negative consequences. Such real adverse
effects may include but are not limited to lack of detection of cyber-attacks, failure to detect them,
failure to comply with internal regulations, misconfigured information systems due to inattention
and overload, slower patching, slower updates, poor risk assessment, inadequate performance of
the control or even supervisory role. Poor task execution results in several cyber security and
operational risks.

A further element of the scientific problem is that, based on the current situation in the country,
there are many training courses for cyber attack and protection capability, which require, as a
prerequisite, some basic IT qualification. However, those without a mathematical or IT
qualification are not assured of completing the currently available courses. Therefore, there is
aneed to develop a training programme to develop the cyber security skills of non-IT-educated civil
servants. This capability aims to ensure that those who do not have the necessary basic knowledge
and need to become more familiar with the subject are adequately prepared to develop effective and
efficient protection, prevent cyber threats and effectively counteract incidents that have already
occurred. These people are in the public service and are involved in decision-making on a daily
basis, so it is essential to develop their cyber defence skills, not only to develop a comprehensive

defence but also to make informed strategic decisions on cyber defence.

' (ISCy, ,Cybersecurity =~ Workforce Study,” 2021. [Online]. url:  https://www.isc2.org//-
/media/ISC2/Research/2021/ISC2-Cybersecurity-Workforce-Study-2021.ashx.



RESEARCH OBJECTIVES

The main objective of my research is to define a training course for the development of

cybersecurity in the public sector, which can be integrated into the public sector training system

and which, through the acquisition of theoretical and practical knowledge, enables the efficient and

effective implementation of protection against threats from cyberspace, thus ensuring the

unhindered and unrestricted functioning of the state. Taking into account the scientific problem and

the main objective described above, the objectives of my research and the sub-objectives are

presented in this section:

First, the research underlying this thesis aims to define a process containing the steps of
a science-based higher education training design process. My goal here is to identify the
clear tasks and steps necessary to define a training course in such a way that it has academic
relevance and is considered evidence-based.

In order to assess and design the need for cybersecurity training for the public sector, it is
essential to define the knowledge and skills required to achieve an appropriate level of
cybersecurity and identify the target group for the training. In this context, it is
necessary to examine the specific target group within the public service and the generic
cybersecurity tasks that civil servants need to perform in their daily work or in the event of
a cyber-attack. Only then can the necessary and sufficient set of knowledge and skills that
the target group needs be determined.

A further aim of the research is to explore whether there is currently a practical training
programme for developing cyber defence capability in the public service, both in our
country and internationally. In this context, my aim is to map and compare
international and domestic cyber defence capability training programmes, and to
identify domestic and international ""good practices'. The rationale is to justify the need
for cybersecurity training in the public sector by identifying related training and possible
gaps. In addition, the comparative analysis will help to identify a number of good practices,
the translation of which into domestic training could significantly contribute to the
definition of internationally recognised training.

Moreover, my research aims at defining a training programme for public service cyber
defence capability using the defined knowledge and knowledge set. This requires a formal
specification of the training, its core elements, its purpose and its input and output
requirements. In addition, this research aims to explore the feasibility of using public service
cybersecurity training in a specific area of the defence sector, the Volunteer Reserve

System. To this end, it is necessary to examine what additional elements, based on the



specific characteristics of the role and status of the Voluntary Reserve, are needed to expand
the previously identified body of knowledge and skills to be acquired to use the training.

e Once the training has been defined, it is necessary to define the technical framework
needed to support the training objectives and the means to put it into practice. This
objective seeks to answer the question of how cyber defence skills can be acquired and how
the necessary knowledge, different defence strategies and techniques can be transferred to
people who do not have a background in IT. The aim is to train professionals who have
practical knowledge. As a result, part of the research objective is to create an environment
through which the trainees can be exposed to known cyber-attack techniques and test the

defence mechanisms they have learned during the training in a simulated real environment.

RESEARCH HYPOTHESES

At the beginning of my research, I formulated the following hypotheses after formulating the
scientific problem.

H1  Cybersecurity training programme for higher-level education can be defined on a scientific
basis.

H2 The target group needed to achieve public service cybersecurity and the set of knowledge to
be acquired by them can be identified.

H3  No practical training programme for developing and improving cyber security capability in
public service has been developed before.

H4 A training programme for developing cybersecurity in the public service can be defined,
which does not require any prior IT training.

H5 A technical framework for cyber security awareness can be defined that provides the

opportunity for practical application of protection mechanisms against cyber attacks.

RESERARCH METHODS

The research methods used to prove the above hypotheses are described in this section. I have used
both quantitative and qualitative research methods in my research. The inter- and multi-disciplinary
nature of the research topic requires a comprehensive examination of related disciplines. In order
to achieve the set objectives, I participated in academic events, conferences and exercises related to
cybersecurity, information and IT security and data protection, and subsequently processed,
analysed and evaluated the experiences and knowledge gained there. In addition, I have
continuously monitored the latest news and developments related to cybersecurity, information and

IT security and data protection by studying relevant journals and through the communications-



oriented media. I have analysed, processed and evaluated the recent significant events and
experiences in the field of cyber defence. I have examined and analysed the accumulated relevant
educational materials, teaching aids, PhD dissertations, international, EU and national regulations,
legal instruments, standards, recommendations and methodological guidelines on cybersecurity
regulation. The collected domestic and international literature was processed by analytical method
and then synthesized after systematization. I used both the methods of induction and deduction to
process the literature.

In my scientific work, I used both general and specific research methods. Among the general
methods, I used observation and the comparative method to examine international experiences in
order to study the application of foreign examples in the domestic context, to identify possible
shortcomings and to identify 'good practices'. Among the observation methods, I have used both
direct and indirect observation in examining the potential and limitations of applying different
attack alternatives.

During my research, I consulted experts with national and international practical experience and
conducted interviews to implement "good practices" and experiences in training and to define
training according to real needs. In addition, I collected opinions, experiences and feelings about
the role of practical training in a focus group discussion with a similar group of stakeholders as the
participants of the training on which the research is based.

The partial results of my research have been published continuously and presented at several
academic and professional conferences, events and forums to inform, promote professional

reflection and explore the related reactions.

BRIEF DESCRIPTION OF CHAPTERS

In Chapter 1, I examined whether precise tasks could be identified necessary to define a
cybersecurity training course in such a way that the course has academic relevance. In addition, in
this chapter, I have analysed the research methodologies that should be used in a research project
to perform the tasks in order to demonstrate that these tasks are academically valid. I have identified
and organised the key points and steps needed to define training by defining an eight-element
process model and the research methodologies required to design training.

In Chapter 2, I presented the differences between public and private sector cybersecurity through
an interview and then used this to identify the current challenges in cyberspace. In this chapter, by

concluding the interview and reviewing the relevant literature through document analysis and



examining the concept and components of the public service, I defined some of the elements and
exceptions to the target group for public service cybersecurity training.

In addition, after defining the target group of the training and the current cybersecurity challenges,
I identified the common cybersecurity tasks that public service employees need to perform, either
in their daily work or in the event of a cyber-attack. In addition, in this chapter, I have identified
the knowledge, skills and competencies that civil servants need to acquire to perform the identified
cybersecurity tasks fully.

This is followed in Chapter 3 by the identification and comparative analysis of domestic and
international cybersecurity-related higher education courses. In designing the training programme,
the feasibility of the programme and similar domestic and international training courses, including
their content and elements, will be explored to justify the training and to identify any gaps, remedies
and 'good practices' to be applied to transfer them into the domestic training system. In this chapter,
I have defined a selection methodology and comparison strategy to identify and compare relevant
domestic and international cybersecurity training and the elements and practices of such training
that can be transferred to domestic public-sector cybersecurity training.

In Chapter 4, I examined the need for prior IT training as a function of the effective acquisition of
cybersecurity skills. I also described the definition and interpretation of the basic concepts and
elements of public service cybersecurity training and the definition of training according to the
Hungarian Qualifications Framework. In this chapter, I have described the status of the Volunteer
Reserve Military Service and its current and future role in the provision of cyber defence. In
addition, I have proposed the establishment of a cyber defence sub-unit within the Volunteer
Reserve System and described the possible use of public service cyber security training in their
training. To ensure the continuous improvement of the training, the chapter presents a set of criteria
and a measurement method to measure the effectiveness of the knowledge transfer, which can be
used to implement iterative improvements of some training subjects.

In Chapter 5, I presented the operational environment of a two-stage practical training programme,
where participants identify the general architecture, components and their protection mechanisms
of a fictitious organisational infrastructure and then apply protection strategies during simulated
cyber attacks. To achieve this, I have identified a framework describing the simulation environment
on which the practical training is based, which is designed to prepare civil servants to detect and
respond to cyber attacks. In addition, I have described a simplified simulation environment that I

have created for the training programme in connection with the protection of private information



communication assets, where I have demonstrated practical examples of cyber attacks to students

that do not equire deep IT knowledge to be countered.

SUMMARIZED CONCLUSIONS

The number of cyber-attacks is growing exponentially, with significant implications for the
economy, society and the basic functioning of organisations. We are facing more complex and
sophisticated cyber-attacks every day, which are creating new types of challenges for organisations.
In this context, it is necessary to emphasise the need to develop and improve the cyber security
capabilities of the organisation and its employees, as an adequate level of user security awareness
can significantly contribute to reducing the likelihood of cyber attacks occurring and mitigating the
adverse consequences of such attacks.

Recruiting and employing professionals with relevant cybersecurity skills is a challenge, given the
current cybersecurity workforce shortage and the ever-increasing demand for such workers.
Developing and continuously improving cyber defence capabilities are essential to prevent and
counter cyber-attacks effectively. A wide range of options is available for acquiring these skills,
from higher education courses and awareness campaigns to implementing cyber exercises, to an
extensive range of cyber security training programmes. When choosing the right type of training,
several factors should be considered, such as, but not limited to, its delivery format, duration, input
requirements, practical experience of previous participants, content, and the theory/practice ratio.
Detecting and anticipating cyber-attacks is a significant challenge, and a key element in addressing
it is to develop and improve the theoretical and practical cyber defence capabilities of users. This is
the purpose of the definition of public cybersecurity education presented in this thesis, given the
crucial role of cybersecurity education in preparing current and future cybersecurity professionals.
Along with the objectives defined in this dissertation, I have identified hypotheses that, if proven,
will achieve these objectives.

My thesis is based on the scientific problem that there is a global cybersecurity workforce shortage
that can create significant constraints and obstacles to the basic functioning of the public service.
For example, the lack of professionals with the right competencies in the event of a cyber-attack
can have a significant impact on the business continuity of an organisation. To mitigate and prevent
these adverse effects, the main objective of my dissertation is to define a scientifically based training

programme for the development of public sector cyber defence capability.



At the beginning of my research, I started from the assumption that a higher education course can
be defined on scientific grounds. In order to prove this hypothesis, I defined an eight-element
process that specifies the steps in the design of science-based higher education courses and
identified the research methods needed to define a course on a scientific basis. The process and
research methods presented here define only those elements necessary to define training. The more
specific the target area, the more each part of the process should be further broken down, and
additional research methodologies can be used to provide a sufficient basis for demonstrating the
appropriateness of the training. I demonstrated the applicability of the process model and the
associated research methods by fully defining public service cybersecurity training.

In line with my research objectives, I hypothesised that the target group required for the
implementation of public service cybersecurity and the knowledge set they need to acquire can be
identified. To verify this, I identified the target group necessary for the implementation of
cybersecurity in the public service as a criterion for designing the training programme, as
well as the set of knowledge, skills and abilities they need to acquire, with the help of which
the cybersecurity tasks in the public service can be achieve in line with the current
cybersecurity challenges.

This is because the target group and the knowledge set to be acquired are essential to justify the
need for training, to identify similar types of training and to identify related practical experience. In
order to define this target group and knowledge set as fully as possible, an in-depth interview and
document analysis were used to identify the current challenges in cyberspace, to which the
knowledge set to be acquired during the training is closely aligned.

This thesis is based on the assumption that there has not been a specific training programme for the
development of cyber defence capability and practice in the public service. To prove this, I have
compared and analysed national and international cybersecurity-related higher education courses
based on a set of comparative criteria that I have defined. The aim of the comparison was to explore
the feasibility of the training programme, with a view to avoiding duplication of training, since if
there is already a training programme with the same content as the one targeted in this thesis, there
is no reason to design it. In addition, the comparison was used to identify the shortcomings of the
training courses examined and the 'good practices' followed. The advantage of implementing
domestic and international experiences is that these are tried and tested practices that have already
been proven in the domestic and international arena and whose effectiveness has already been

demonstrated by the results of universities so their implementation in the domestic training system
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can make a significant contribution to raising the quality of training and to creating quality. Through
the above, I have demonstrated the need for designing a training programme in the domestic
training environment, which does not yet exist, to provide an opportunity to develop the cyber
defence skills of non-IT-educated people working in the public service. I have also demonstrated
that public service cybersecurity training can be considered relevant internationally. Almost all the
knowledge elements defined previously are included in the curricula of the courses examined,
which shows that these knowledge elements are relevant for public service cybersecurity training.
In defining my research objectives, I hypothesised that a training programme for the development
of the public service could be defined, the completion of which would not require a prior IT
qualification. In order to prove this hypothesis, I have defined a public service cybersecurity
training program, the basics of the training, and the related core concepts, input and output
requirements. In this context, I identified the structure of the training and, using a curricular grid,
I defined the topics and content of the theoretical and practical knowledge to be acquired during the
training. I then proposed the possibility of applying the public service cybersecurity training in the
Voluntary Reserve System by restructuring the training previously defined. In addition, I defined a
set of criteria and a measurement method to measure the effectiveness of knowledge transfer during
training, based on which we examined the appropriateness of the content of a course that fits the
profile of public cybersecurity training and the effectiveness of knowledge transfer during
university education. Measuring the effectiveness of knowledge transfer can be used to ensure the
continuous improvement of the training subjects.

In my research, I hypothesised that a technical framework could be defined that would allow for
the practical application of cyber defence strategies. In order to verify this hypothesis, I defined
the operational environment of a two-stage practical training. I identified a framework
describing the simulation environment on which the practical training is based and defined
an automated assessment system to account for the knowledge delivered during the practical
training part. The need for a framework describing the simulation environment is indicated by the
fact that it can be used to prepare civil servants to detect cyber-attacks and, if they occur, to prevent
and mitigate their consequences. The framework is based on practical experience and provides a
learning environment for individuals and groups to learn effective and efficient cyber defence
techniques. The framework allows the simulation of cyber-attacks and the practical application of
protection mechanisms against cyber attacks through automated processes based on predefined

specifications.
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NEW SCIENTIFIC FINDINGS

E1 I have defined an eight-element process that defines the steps designing science-

based higher education courses and the associated research methods.

For this scientific result, I have defined an 8-step process. I have demonstrated the validity,
applicability and academic relevance of the process model by demonstrating the solution of each

step by presenting possible scientific research methods and applying them to a case study.

E2 I have identified the target group for public cybersecurity training and the set of

knowledge, skills and competencies they need to acquire.

I conducted a targeted in-depth interview to explore the differences between public and private
sector cyber defence. Through the interview, I drew several conclusions (e.g. the role of user
awareness in mitigating cyber security risks and the role of technological improvements) that can
be incorporated into the content of public sector cyber security training. I identified the target group
for the training and the tasks that belong to this group. I also identified the knowledge, skills,
abilities and skills required to perform the tasks necessary to carry out the cybersecurity-related

activities of the organisation.

E3 I have demonstrated the need to design a training programme in the domestic
training environment that does not yet exist and that offers the opportunity to
develop the cyber security skills of non-IT educated people in the public service,

which is also relevant at international level.

In the context of this scientific result, I have demonstrated the need to design a training programme
in the domestic training environment that does not yet exist, which provides an opportunity to
develop the cyber defence skills of non-IT-educated people working in the public service. In
addition, I have demonstrated that cybersecurity training in the public service can be considered
internationally relevant training. The curricula of the training courses examined cover almost all
previously defined knowledge elements, which shows that these elements are suitable for public

service cybersecurity training.

E4 1 have defined the structure, training programme, components and overall
evaluation system of cybersecurity training in the public service that does not

require a prior IT qualification.

I have defined the structure and elements of the public service cybersecurity training and the general

content of the theoretical and practical part of the two-stage practical training, which includes the
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cyber defence mechanisms and knowledge to be acquired. Furthermore, I have defined public
service cybersecurity training, its input and output requirements and its main elements using the
previously described knowledge set. I have determined a concept to measure the effectiveness of
knowledge transfer, based on which the adequacy of the content of a course that fits the profile of
public service cybersecurity education and the effectiveness of knowledge transfer in university
education has been examined.

ES I have defined a technical framework that allows for the practical application of

protection strategies against cyber-attacks.

For this scientific result, I have defined a framework describing a simulation environment and
outlined the hardware architecture of the framework and its components, simulating cyber attacks
at the hardware and application level. In addition, I have defined an automated assessment system
for practical training in a simulation environment. The effectiveness and applicability of the
developed system was tested with participants matching the target group of the public cyber security

training.

RECOMMENDATIONS AND THE PRACTICAL APPLICABILITY OF
RESEARCH RESULTS

In my research, I have defined in detail a training programme aimed at improving cybersecurity in
the public service, which provides an opportunity to acquire relevant cybersecurity skills for public
service professionals with no prior IT training. Consequently, I recommend the practical use of my
thesis:

(a) for the professionals responsible for the development of a public service training system for
the implementation of cybersecurity training or some of its elements in the public service;

(b) for professionals working in the public service in order to develop their skills and
knowledge based on the knowledge to be acquired;

(c) for managers of public service organisations to prepare their employees for cyber security;

(d) for higher education institutions, when planning the revision and design of related higher
education training courses, to implement the elements of the training programme presented
in this thesis;

(e) for the decision-makers of the Voluntary Reserve System in the design of training for the

development of the cyber defence capabilities of the Voluntary Reserve personnel.

In order to ensure the long-term practical application and usability of the results of my research, it
is advisable to determine the possible options for the continuation of the research presented in this

thesis.
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One of the main objectives of the research was to develop a practical training course to develop and
improve civil servants' cyber defence skills. Further development of the research is essential to
ensure that the practical application of this training programme is effective and of international
value. A key component is creating a platform or forum for national and international
universities providing cybersecurity training to share their experiences and best practices.
Knowledge and experience sharing aim to continuously improve related training, identify gaps and
adapt relevant "good practices" into their training. With the help of this platform, higher education
institutions can identify how their own training can be improved and what changes and
modifications are needed to improve the quality of training by using a method to measure the

effectiveness of knowledge transfer and by carrying out continuous assessments and analyses.
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Administration with Specialisation in Public Management

Eo6tvos Lorand University, Institute for Continuing Legal Education - Data
Protection and Data Security Law

National University of Public Service, Doctoral School of Military Engineering -
PhD training

National University of Public Service - Institute for Advanced Training in Public
Administration - Electronic Information Security Manager postgraduate specialist

training course

Professional career:

From 2019, she was a security expert at Login Autonom Kft for one and a half years. Since the

same year, she

has been the privacy and data security expert for the IT security awareness channel

"IT Security Angels" on the Probono public training portal. From 1 September 2020, she continued

her work as Data Protection Officer at the National University of Public Service and from 2022,

she will continue in this position as Head of the Data Protection Office. Since 2017, she has also

been involved in several national and international research and curriculum development projects.

Language skills:

She holds an intermediate complex language certificate in English and German.

Memberships:

Between 2018 and 2022 she was a member of the NKE University Doctoral Council and since 2018

she is a member of the Hungarian Society of Military Science, Section of Electronics, Informatics

and Robotics.
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Awards and recognitions:
In 2017, she was awarded 1st place in the Cybersecurity Section of the XXXIII OTDK, Military

and Law Enforcement Sciences Section.
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