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1 THEME AND OBJECTIVES OF THE DISSERTATION

In our accelerated world, the volume of knowledge is constantly increasing, more and more
complex knowledge is needed for the operation, use and security of IT systems. Lifelong
Learning (LLL) has become a basic requirement. Instead of lexical, theoretical knowledge,
adaptive and innovative skills of individuals should be developed due to the excessive
dynamism of the knowledge-driven economy and society as well as the working environment.
The ability and desire to learn independently allows for successful adaptation to an ever-
changing environment and personal renewal. One of the reasons for the success of well-
performing organizations is that leadership and organizational development are part of the
organizational strategy. An investment that ensures long-term efficiency and the effective
functioning of the organization. The learning education challenge has become complex
(continuous lack of time, stress, multitasking, continuous change, etc.), which cannot be
effectively addressed with the help of traditional forms of training. Labor organizations and
employees need support that is individually about them as far as possible, is time-saving,
practical yet enables continuous, independent self-improvement. This requires a combination
of novel teaching methods. In addition to formal education, it is necessary to include additional
channels to transfer knowledge and raise awareness. Information security challenges require,
in parallel, that the organization has the ability to react to current, rapidly changing risks and
attack vectors as one person. In my dissertation, I present the development of the regulatory
environment in Hungary relevant to information security from 1994 to the recent past. Act L of
2013 (on the electronic information security of state and local government bodies) was adopted
by the Parliament on 15 April 2013, and was published on 25 April 2013. Later that year, the
education of the Electronic Information Security Manager (abbreviated in Hungarian as EIV)
specialization started at the National University of Public Service (official Hungarian
abbreviation: NKE) as a vocational training program, with which the university-level training
of Hungarian information security managers was launched. In fact, this part of the law, as well
as the launch of the training of professionals, is an extremely important step and is considered
to be symbolic: it draws attention to the importance of education. The appropriate level of
information security is clearly important not only for the individuals or for the labor
organizations, but it is also a national interest and it is also important in an economic
perspective. However, this cannot be achieved without the training of adequately qualified
professionals. Information security awareness and preparedness are important both in terms of
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information systems and electronic public services. In addition to public administration, e-
administration should also be mentioned, which has been developing and spreading for years,
i.e. its use is becoming more and more widespread both in public administration and on the user
side, with citizens. According to Budai (2016): “The development of e-administration is a
constraint dictated by the successive (social, technological, political, legal, etc.) components of
the information society.” It thus affects both those working in public administration and
practically all citizens at a national level using administrative services; and later its possible
connection with European Union processes may appear, or we may think about other
international administrative relations, activities at both state and international levels. This, in
turn, requires not only administrative developments (strictly speaking), but also the
development of competencies and knowledge. Budai (2016) puts it this way: “As surprising as
it is, modernization of public administration on the user side begins with the development of
essential competencies: literacy education, which is increasingly moving toward the dimensions
of digital literacy. Additional competencies provide the opportunity for independent
development and lifelong learning. Users therefore need to be trained and their programs (...)
shall be adapted to the scheduled renewal of public administration. At the same time, programs
that support the more efficient use of public services by citizens need to be strengthened. These
include: business assistance and IT mentoring.” Education (in the field of information security)
may require the assessment and development of existing and required IT competencies.
(Bujdoso, 2014) Furthermore, it should be taken into account that proficiency in the use of the
transmission medium can also significantly influence the utilization of the knowledge and
information to be transferred. (Bujdosd, 2015)

It is also clear that the development of information security competencies is also essential where
the user side extends beyond those working in public administration; and it is also necessary to
think about those who use administrative services (the citizens for example). In addition to all
these e-administrative and administrative aspects related to the state, the ICT sector, which is
significantly present in regards of GDP, and e-trade developments and investments should be
mentioned as well. (Som, Papp 2015)

Based on Act L of 2013, followed by the implementing regulation of the Ministry of the Interior
(41/2015 BM) and the sector-specific [17/2019. (VIIL. 15.) BM instruction; [on the Issuance of
the Code of Conduct for Security-Awareness of Electronic Information Security of the Bodies
Managed by the Ministry of the Interior and the Minister of the Interior], there is a clear need
(at regulation level) for information security training in order to achieve development on this
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Interdepartmental Committee on Informatics titled: IT Security Methodology Manual. This was
followed in time by recommendation No. 12 of the Interdepartmental Committee on Informatics
in 1996, titled: Security Requirements for IT Systems. In 2008, Recommendation No. 25 of the
Administrative  Informatics Committee, titled: Hungarian Information Security
Recommendations (Hungarian abbreviation: MIBA) was issued, which is in fact a collection of
recommendations. As well as other important legislation specific to the sector, affecting
information security. L. e. the requirement for privacy certification is set out in Section 100 (1b)
of Act XL of 2008. (on Natural Gas Supply) and in Section 63 of Act CCIX of 2011 (on Public
Water Utility Services). Furthermore, with the Strategy on the Security of Network and
Information Systems in Hungary [Ministry Decree no. 1838/2018. (XII. 28.)], the legislative
intention may be linked to the creation of a competitive domestic knowledge base for cyber
security education, training and research and development opportunities. Regarding the
regulation, the Hungarian public administration has been brought to the forefront by Act L of
2013, as it created a good basis for information security efforts, however, during the processing
of the literature, I came to the conclusion that many authors also included different HUMAN
aspects in their research. REGULATION (as in law-making) is present among the factors I have
examined as a so called HARD requirement, while 1 have taken into account the newly
published HUMAN factors as SOFT factors with which to increase the efficiency of
information security. I present this system of correlation, i.e. the main line of my research, in

Figure 1 below.

Public Administration Private Sector

EFFICIENCY

Individual

Education

Figure 1: System of Correlation Regarding the Research
It can be seen from the figure above that the effectiveness of information security can be

increased by increasing the efficiency of a sphere through the awareness of the individual,
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which can be achieved through education. Education serves the purpose that if the individual
understands it more effectively, he/she will accept and even follow the policy more effectively
as well, i.e. he/she will make information security even more -effective. PUBLIC
ADMINISTRATION has an extremely important role (and responsibility) in this respect, as the
public administration is a set of organizations that perform public tasks, provide services and
act in matters of national importance. And if we consider the set of organizations making up
the system of public administration as one of the largest employers in Hungary, changes on a
national level can be induced by improving the knowledge of those who work there.
Critical areas of information security development can be identified through baseline
measurement and evaluation followed by training (based on the outcomes) and evaluation
thereof. In fact, measuring the current level (the so-called ‘As Is’ state) is important so that the
changes can be measured and monitored afterwards. In recent years, it can be seen that we have
not achieved the state yet to present those responsible for administrative information security
the necessary tools in an organized way, or to start such a process in a self-organized way. There
are several initiatives to enable these information security officers to build professional
relationships with each other or with market players, but their purpose and function are
different. It can therefore be stated that the information (information security recommendations
presented above) and legal conditions are given. That is why I set out to study this in order to
examine the facts in an objective way, to resolve the apparent contradiction that emerged from
a sample of a small group in a work organization, or from feedback received during education.
However, differences have already emerged in the following areas: how organizations have
been able to apply this information, how they have interpreted recommendations and
legislation, what they mean by education, and how effective compliance has been as a result.
In my dissertation, I have examined only specific issues related to information security
education. This characteristic of some organizations was not examined, e.g. how the
recommendations and legislation were interpreted, or how they were incorporated into the
processes.
From the point of view of the Hungarian public administration, the dissertation can be linked
to the following objectives:
e Hungary’s Strategy on the Security of Network and Information Systems [Ministry
Decree no. 1838/2018. (XII. 28.)], can be linked to cyber security education, training
and research and development opportunities as well as the creation of a competitive

domestic knowledge base.



e Hungary’s Digital Education Strategy sets out goals and measures for the development
of digital competencies, awareness and information, and education and vocational
training areas that promote information security, with the same impetus.

e In addition, Section 1 of Chapter I of Act L of 2013 classifies it as an administrative
protection measure in connection with the provision of NKE training activities in
Chapter IV, at the part on Education and Training;

e and Article 3.1.7 of the BM Implementing Decree no. 41/2015 in the Chapter on
Awareness and Training, also it is listed as mandatory from Security Class 1 and

onwards.

2  OBJECTIVES, HYPOTHESES AND METHODS OF THE RESEARCH

The aim of my dissertation is to examine objective research data in the surveyed time interval.
My aim is to gain momentum through my proposed solutions by identifying and removing the
obstacles that hinder development which may occur in some work organizations. This way,
following the level of administrative information security, as one of the important components,
the level of national cyber awareness could start to increase significantly and measurably. In
addition, although the recommendation in 1996 and subsequent collections of recommendations
address the responsibility for the organization of education, this was later raised in Act L of
2013 and its Implementing Decree 41/2015 to a legal level. However, the implementation of
this may vary from work organization to work organization. There is no requirement to perform
pre-education (baseline, current) and post-education (understanding, awareness, compliance,
changes) assessments and as a result there is no information available at national or
administrative level. The assessments made in each administrative organization thus remain
isolated and not comparable. However, as the collection of recommendations has been available
to the entire public administration since 1996 and has been mandatory since 2013, it can be
assumed that there is no lag or fallback in terms of information security awareness and
regulation. After studying all these antecedents and following the international literature
review, | examined and presented the factors influencing the behavior of the human (soft)
factors and the regulation as the hard factor in connection with my hypotheses.

In order to meet the research goals, I formulated my hypotheses as the basis of my research as
follows:

H1: There is no lag whatsoever in the Hungarian public administration sector in terms of the

level of information security awareness compared to the Hungarian business sector.



H2: The practice of applying information security rules can be developed more effectively in
the framework of attendance-based training compared to written regulations.

H3: The practice of applying information security rules can be developed within the framework
of e-learning education.

In my dissertation I limited myself to presenting the information security trainings and
qualifications available in Hungary and only examined the Hungarian public administration and
the Hungarian business sector. The reasons for this are mostly length constraints, the time and
cost constraints of foreign sampling and surveys, as well as the fact that my educational
experience so far is with Hungarian organizations. Furthermore, the qualifications required of
professionals by Act L of 2013 also apply to Hungary, so a deeper examination of other
international qualifications or training is not relevant. The range of interpretation of the 7
researches presented in my dissertation differs from research to research, but it should be
emphasized that in each case it contains only the answers of the employees working for the
given organizations, and not the answers of each and every employee. In other words, there
may be variations within the public administration sector, within or between organizations, but
the sample size still allows us to draw conclusions, bearing in mind of course that there may be
outliers.

In my research, I considered password management and its practices as one of the indicators of
information security awareness and the ability to follow rules. Within the 3 main question
blocks, the questionnaire asked for different answers to 72 questions. In the evaluation, I created
an index of one group of scaled response options. Eight variables were equally weighted in the
password management-information security awareness index, and in one case I transposed the
values of the obtained answers, since the statement (I rarely change my password) had a
negative logical quality and disagreement was the expected attitude from an information
security point of view. I created an index from these eight variables, or rather from their
evaluation. As a result, I obtained an average value of 4.33 for the public sector and a slightly
higher average value of 4.38 for the aggregate index value for the business sector. In this
context, it is important to point out that, as it is an aggregate index, this discrepancy is
extraordinary and demonstrates that public administration is lagging behind in this respect.

To make a more complex comparison between business and public administration, I have
carried out statistical tests. I used the IBM SPSS statistical software package to process the
incoming data. The statistical tests showed significant differences between the responses of

business and public sector employees.



In my second hypothesis, I examined the question of whether the practice of information
security rule application can be more effectively developed through “live” education (that
required actual attendance) or through written regulation, using the number of reporting
incidents as an indicator.

In order to support my hypothesis, I had the opportunity to examine two separate work
organizations, i.e. I had the values before and after the publication of the Information Security
Regulations (Hungarian abbreviation: IBSZ) and the Information Security Policy (Hungarian
abbreviation: IBP), broken down by month. These intervals, i.e. the values before and after the
publication of the information security policy and the trends before and after the attendance
training, showed significant differences according to the statistical tests carried out.

In an e-learning solution, the SCORM (Sharable Content Object Reference Model) can be
imported into a standard package so that it can be played in any LMS (Learning Management
System). In this study, I used Moodle (LMS) as it was available in the company. The e-learning
courses used the facilities provided by the Moodle system, but there was no involvement of
tutors or other human resources, so only electronic content was available to the participants.
The e-learning courses were advertised as intranet news, not as compulsory course material.
(The regulations and policies were published in a similar manner.) An important point is that
the use of e-learning systems also requires pre-existing ICT skills, so it is necessary to assess
and support their use (Bujdosé 2014).

For the E-mail Security Fundamentals e-learning course, a pass mark of 80% was required in
order to pass the test. Of the 2,853 attempts to complete the test, 2,196 belonged to unique
individuals. The questionnaire, published in conjunction with but separate from the e-learning
course, was completed by 902 individual respondents, who rated the training on a five-point
scale and indicated why they found it useful. The test for the e-learning course titled “Password
Security at Beginner Level” was taken by 1,976 unique respondents, with 2,902 attempts all
together. A 75% pass mark was required in order to pass the test. The questionnaire, which was
published separately from but linked to the e-learning course, was completed by 901 individual
respondents, who rated the course on a five-point scale and indicated why they found it useful.
The test for the e-learning course titled “How to defend against phishing attacks” was started
by 2,667 unique respondents, with 3,454 attempts all together. A pass mark of 70% was
required in order to pass the test.

I examined the periods before and after the publication of the information security policy as
well as the periods before and after the e-learning materials were published and the correlation

with the number of user notifications.



The research presented in my dissertation is not an assessment of the public administration as
a whole, nor of all its employees, i.e. it cannot be considered a representative sample.
Nevertheless, a valid conclusion can be drawn from the study for those who completed the
questionnaire and for a given point in time, an approximately good and accurate picture can be

obtained.

3 THE STRUCTURE OF THE DISSERTATION AND THE DESCRIPTION OF THE
RESEARCH

The central question of my dissertation was to investigate where the public administration
sector stands in terms of information security awareness, how would it be possible to effectively
develop the willingness to apply information security rules and regulations, and how e-learning
can be used in information security education. In order to improve the application of
information security rules and the national level of cyber-awareness, it is not enough to provide
purely information security related (technical) answers - complex problems require complex
answers. In the first chapter, I explained the relevance and importance of the topic along these
lines.

In the second chapter, I found that the interdisciplinary approach is not yet widespread in the
Hungarian literature, so I could not find any reference to different motivational theories or
assessments carried out by foreign researchers in this field. However, these new areas and
theories have been on the horizon of researchers for more than a decade.

After reviewing the literature, I used a questionnaire to test my hypothesis. This survey required
exploring and setting up novel methods. In the third chapter, I presented the subjects and
methods of my research, in the framework of which I developed my own model based on the
SW+1H model, i.e. Kipling’s Method. This model emphasizes that I identified the potential for
improvement in a way that addresses both the regulatory and human factors in order to achieve
a higher level of information security awareness, which is not only in our personal interest but
also in the interest of the PUBLIC.

The model can be a support tool for an information security awareness development program,
and can help individuals to learn how to effectively master written policies through training. I
have used this model in face-to-face training sessions, testing its effectiveness on a sample of
thousands of people. I have also used this model to design and create e-learning materials. |
have analyzed the case studies and results of three such e-learning courses on a sample of

several thousand participants, and the results have demonstrated its validity.



In the fourth chapter, I analyzed the responses to the self-report questionnaires using several
statistical methods. Using the results of the questionnaire, I identified the gap between the
public administration sector and the business sector in terms of information security awareness,
which I also verified using statistical methods. As a result of the research, I supplemented the
questionnaire studies with interview studies, as well as conducted live classroom training
sessions, created e-learning course materials and tested them all. My hypothesis was that better
rule understanding, better acceptance, implies greater willingness to follow and apply rules.
The results of my research supported this, the reason for this might be that one’s congruent
behavior is easier to change in a live situation, while experiencing it first-hand for oneself.
The study also showed that live, attendance-based teaching is the most effective. Interactive
feedback can play an important role in this. In the case of an active group, by asking questions
that have been withheld (unasked, unanswered) for a longer period of time, group members
actually support each other. While not as much change was detected in the case of e-learning
training, it is possible to examine and detect medium-term changes, given other factors and an
appropriate choice of indicators, if assessments and feedback are available from a wide range
of public administration, in addition to central coordination. Building on the professional
vocabulary introduced is one way of making the subsequent phases of rule application practice
more inclusive once a common language and baseline has been established.

The conclusions and recommendations of this dissertation, which are presented in chapter five,
may also help to address, at least in part, the fundamental dilemma of information security
leadership training itself, namely how to increase the leadership effectiveness of information
security leaders in the public administration sector. Leadership effectiveness can be increased
if assessment results are available; it is possible to obtain results on the target area proportional
to the risks taken. As an information security manager, scientific results may be used that show
how to improve compliance (with regulations). The main novelty of this dissertation is its
approach, a gap-filling analysis of literature on more than just information security, which
extends the boundaries of the field. I have fully circumscribed the research problem posed at
the outset, I set up my own model to examine the subject area and finally answered the questions
raised.

In my dissertation, I highlight the roots that, if understood and explored, can be the basis for
the transformation needed to change the insidious, bad practices and group norms that lie deep
within. One of these is the way in which information security policies are issued, and the lack

of support in their realization.
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4 SUMMARISED CONCLUSIONS

Based on my first hypothesis, and rejecting it, there is a gap in information security awareness
in the public administration sector compared to the business sector.

To measure awareness, I chose a questionnaire to survey password usage habits. The password
(in general) as an authentication tool and is an excellent indicator of the level of information
security awareness, and of the practice of applying the rules, because it is quantifiable,
measurable and comparable. Many of the issues of confidentiality, integrity, availability with
respect to information security, but at least confidentiality, are typically achieved by some form
of access control, some authentication device such as a password. The use of authentication
tools is widespread, perhaps it could be argued that there is no place where they are not used -
perhaps the only case being public information. Therefore, the password is suitable both for
large-scale assessment and, through its quantification, for generating time-series of
measurement points, and also tracking changes in the application practices of information
security rules through its variation (or lack thereof).

I found that the level of information security awareness in the Hungarian public administration
sector is lagging behind compared to the Hungarian business sector, i.e. I rejected HI.

In order to increase information security awareness and compliance, there are a number of
different options for work organizations, which are not limited to live training and e-learning. I
have developed a model that is generally applicable to the many possible solutions for any
communication channel. I applied this model during the assessments I carried out in two
different work organizations for live training and e-learning.

My second hypothesis is that the practice of information security rule application can be more
effectively developed through attendance-based live training compared to written rules, for
which I used the number of reporting incidents as an indicator.

I found that the practice of information security rule application can be more effectively
developed in the context of attendance-based training compared to written regulation, i.e. |
considered my second hypothesis (H2) to be proven acceptable.

Then, based on my third hypothesis, I investigated whether the practice of information security
rule application can be developed in the context of e-learning education. Can a significant
change be demonstrated using my chosen indicator?

I examined the relationship between the intervals before and after the publication of the
information security policies and regulations as well as the intervals before and after the

publication of e-learning materials and the number of user notifications. Statistical tests showed
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no significant difference (F=1.126, p=0.303) in the number of notifications between policy
publication and e-learning training. For the section without regulations, the difference cannot
be tested as there is insufficient data. However, when looking at other possible indicators, a
significant change in volume was found.

Although no correlation could be detected by statistical tests, I would like to stress why this
observation is of paramount importance. Looking at the quantifiable values in a given work
organization: compared to an average of 400 openings per month for the entire repository, here
we measured thousands of cases of voluntary learning and task solving and thousands of
feedbacks in addition to thousands of views. In addition, in the case of the e-learning module,
which was completed voluntarily and on the basis of internal motivation, around 3,000 people
completed the course material, then voluntarily took an exam, sometimes corrected it several
times, completed it again and completed the questionnaire, which also provides feedback on
voluntary basis. The optional e-learning training and related activities developed on the basis
of my model reached (voluntarily) about 60% of the employees in the organization surveyed. I
found that the practice of information security policy application can be developed through e-
learning training, however, when comparing the results with the results of written policy
application, the difference is not statistically significant, i.e. my third hypothesis (H3) is
rejected. At the same time, I consider it of great importance that the 3 different information
security training curricula designed and implemented on the basis of my model (not
communicated as compulsory, but as interesting and applicable in a private context), were
voluntarily processed by the participants in large numbers. Further assessment and studies
would be worthwhile to investigate the significance (if any) of the way in which building on
the technical vocabulary carefully introduced here speeds up, supports and makes participants
more receptive towards further phases of the rule application practice. It is also possible to
examine whether other indicators should be chosen or other surveys should be conducted

through other questionnaires in the future.
5 NEW SCIENTIFIC FINDINGS

In my thesis first I assessed the level of information security in the Hungarian public
administration sector. I developed my own questionnaire based on the information security
models found during the literature review and based on my several years of experience in
university and other (SIP) education. This questionnaire consisted of three parts: a demographic

block, a password management block and an ICT skills block. I also used this questionnaire to
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demonstrate that password management habits (the use of passwords as a means of
authentication) can be good indicators for measuring information security awareness. It can be
used to identify, in part, information security risks, knowledge levels and willingness to comply
(i.e. follow rules). The questionnaire was designed to identify relevant and salient risks related
to identification and password management. The risks identified may be suitable for future use
by information security professionals or for uniform consideration across a broad spectrum of
public administration.

Using the information security questionnaire that I developed, I surveyed the level of
information security in the Hungarian public administration sector. I evaluated the survey and
found that the public administration sector is lagging behind the business sector in terms of
information security (considering password usage as an indicator of information security).

A total of 1,243 people completed the questionnaire both from the business and public
administration sectors (together). Using a Likert scale, quantifiable scores and free-text fields,
the questionnaire collected quantifiable data on demographics, information security and ICT
skills. Some variables were used to form a composite index. After quantification of some scale-
type questions, the applied index and free-text fields, the scientific evaluation of all these data
revealed that there is a lag in information security awareness in the Hungarian public
administration. To support my thesis, I also used the raw data from the 2013 Illéssy, Nemeslaki,
Som research, re-evaluated these unevaluated and unpublished data, which did not support my
thesis and provided information for a better understanding of the results.

In my research, I applied a novel model to public administration that I developed.

In my research I reviewed the relevant international and national literature. I have identified a
number of models and environmental drivers and reviewed the international literature in
relation to my research. In addition to the models, I have also addressed causes and
organizational factors that have not yet been investigated in the Hungarian literature. In doing
so, I found that many models and scientific studies and approaches are not even mentioned in
the Hungarian literature. These novel approaches and models coincided with my research and
my established observations of educational methodology. I applied this novel approach together
with the theories and models from the literature that I have identified to public administration
in my research. I would like to emphasize that the significant and positive change here is the
development of the educational model and methodology as well as their application, the
assessment results of which I have presented in my dissertation.

Through my research, a research questionnaire through which data was collected during my

years of teaching at the NKE EIV, my educational experience in the Safer Internet Program and
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in the business sector, I developed a model for the implementation of information security
awareness behavior and a sample presentation based on my model. Three e-learning materials
have been developed based on my model. These e-learning materials have been applied, tested,
assessed and scientifically evaluated. In addition, I processed international literature partially
in Hungarian but also on interdisciplinary fields (in part). Among the factors of human
components influencing behavior, I considered the following: the Theory of Planned Behavior
(TPB), the General Deterrence Theory (GDT), the Protection Motivation Theory (PMT), and
the Technology Acceptance Model (TAM). However, in addition to these, there are more than
54 similar theories that explain the human propensity to follow rules, to apply rules, and
decisions-making mechanisms in some way. Other interdisciplinary factors such as knowledge
management, personal awareness preferences, or deterrence and restraint models can also be
included. As a hard factor, I have examined regulation in my dissertation with an international
literature review. With regard to information security regulation (within work organizations), 1
have formulated a number of recommendations that can effectively support the willingness to
(understand and) comply with information security rules within an organization. I have
quantified and presented my observations on the knowledge and awareness of information
security policies in the presented research, where possible. I have formulated suggestions as to
which aspects should be applied, changed and developed in relation to the design,
implementation, communication and content of the policies, - that (based on my observations)
are currently and typically not applied.

I have actually drawn on the international literature in both areas to develop my model.
However, in many cases the literature presented anonymous organizations and case studies, and
it was not possible to determine whether they were operating in the public administration sector
or if they were other types of work organizations. In general, however, they all involved white-
collar workers working in computerized work environments, which includes public
administration as well. In the case of one company, although it has manufacturing capacitys, i.e.
it has employees who do not or typically do not work on computers, these jobs were not
included in the research, as I only included employees working with computers. Thus, because
of the similar jobs (computerized white-collar jobs), my research results are definitely relevant
for public administration as well.

This model has the potential to have a significant impact on the willingness to comply with the
rules, and thus to put the information security principles set out in the policy to practice.

I have applied the model I developed and presented in my dissertation to both live and e-

learning trainings. I measured its applicability and the results of its application on a sample of
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several thousand participants. Its innovative and interdisciplinary approach, (which is not
exclusively information security oriented), can support the implementation of awareness
strategies, programs, education and training more effectively. It provides management and the
information security profession with tools that can be applied to achieve significant and positive
change. The model does not focus exclusively on the technical message, but also puts equal
emphasis on the factors surrounding it. The model does not simply answer the questions ‘Why?’
and ‘What?’ but also focuses on giving a clear answer to ‘How?’, ‘To whom?’, “When?’,
‘Where?” and ‘Who?’ and in the same time places emphasis on assessment and treats all of the
foregoing equally important to the outcome. The model implies, (one might even say it
guarantees), the success of the program because of the assessment, feedback and cyclicality
factors, which also implies the potential for improvement in information security training.

I tested my sample presentation based on this model on a sample of around 4,500 people. The
results show that attendance-based training is effective and achieves measurable results in the
practice of compliance with rules. The number of notifications has increased, which means that
participants are consciously applying their new knowledge. Effective results can be achieved
in a relatively short time; whereas no such excessive values have been demonstrated for e-
learning. It is conceivable that e-learning, through some form of it, could be effective in the
longer term, although it does not promise similar impact in terms of numbers.

I have shown that education can improve information security awareness and compliance (with
regulations).

I have demonstrated that by applying my model, information security education can lead to
positive changes in awareness and compliance behavior in addition to knowledge regarding
information security regulations. I tested this model presentation on a sample of about 4,500
people by means of assessment through a questionnaire before and after the actual training
course held for a smaller group. On this sample, there was a quantifiable demonstrable effect
on users’ information security awareness behavior, as those who attended the training had a
significant increase in information security awareness and willingness to follow the rules; and
they applied the rules in their daily practice. I also applied my model to the development of e-
learning materials; no significant positive change was statistically detectable on the resulting
data, but there was a significant breakthrough in terms of course evaluation, feedback and
number of staff mobilized.

Compliance Check Distance, (CCD), the development of a way to manage the risk from non-
compliance practices, was a collateral result of the research. This initial empirical observation

was later consciously applied and investigated. The use of CCD (provided through “live”
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training) as an informal channel can greatly assist in the identification of existing risks in the
regulatory environment.

Non-compliances can be dealt with in an ex ante, exploratory (preventive) or ex post (detective
and corrective actions) manner. According to standard, a certification requires to identify an
area for improvement each year. However, these do not address the questions of when is
something being assessed for an exact reason and what that reason is. Also, if the assessment
results are good, if everything is found to be functioning well, why should it be re-tested, why
should it be changed? If you have there is a practice and a method of assessment that works,
why change it? But would it not be necessary to check whether we are assessing the right thing?
After all, “we must realize, however, that the fact that an assessment instrument is frequently
used is not in itself a guarantee of reliability” (Babbie 2001). It is possible that we are assessing
the wrong thing from the wrong perspective, and it is possible that the whole process contains
errors despite the audit. Timely detection of all these insidiously increasing risks can be helped
by the assessment method borrowed from the business sector that is already in use in business
processes. In areas with which there is no active communication, no regular feedback, we may
develop even more processes that we do not understand, cannot assess correctly and thus cannot
identify information security breaches or gaps. The model described in Chapter 3 (its
application to attendance-based training), which includes feedback for these very reasons, can
also be used to overcome these non-compliances. Maintaining compliance in this way can,
however, be extremely costly if it is to be imposed on all work processes and recorded in the
language of formal logic in a given system in a work organization. The model I have developed
is not able to cover the entire Governance Risk management and Compliance (GRC) domain
and to formally describe all risks, but it can be used to detect significant deviations in a timely
manner, such that the output information obtained through the model can be used as input

information to the CCD within the GRC domain, which can then be explored and managed.
6 PRACTICAL APPLICATION OF RESEARCH RESULTS

Education requiring “live” attendance allows for greater involvement and better understanding
than making purely written regulations available. The e-learning curriculum is suitable for
attracting attention and involving stakeholders, but did not significantly affect the willingness
to follow rules. During “live” education, and following the lectures, the participants typically
used the informal question and answer and clarification opportunity in the examined work

organizations, while the questioning, which is also available but has to be initiated
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independently (individually, alone), was not used during e-learning. In the case of e-learning,
on the other hand, it is possible to reach a large number of the target audience quickly and in a
short time at low cost and to be able to create the foundations for later development quickly and
for large masses. I also confirmed these findings with statistical tests. Significant changes can
be achieved if education results in a greater willingness to follow the rules through stronger
involvement and better understanding. It is possible to monitor and measure the change of this
continuously with appropriate indicators. The developed model can be applied to both e-
learning and live education. By supporting information security leaders working in public
administration with a unified method of teaching and assessing, this can make a big difference.
Results that can be utilized by the administrative sector

It can support information security professionals working in public administration greatly if
they can use a ready-made model, but even more so if there are centrally created learning
materials available based on such model that can be easily shared within the work organization.
It also helps if the tools for pre- and post-training assessments are similarly available, making
them transparent at the administrative level, focusing on areas for improvement. Central
coordination can increase efficiency because assessments and results can be compared in a
larger volume and can also be analyzed better than if they were isolated or if only different,
non-comparable data were available. Through better understanding and a greater willingness to
follow the rules, all this will be used as an example to be followed in private life as well, so by
opening “channels” to family members, relatives and acquaintances, the changes can cross
strictly administrative boundaries and have a national impact.

Results on the development of information security policies

My research revealed that the knowledge and integration of the written regulations in the
examined organizations is not supported. The preparation of role-based extracts, as highlighted
in the literature and international research, is not widespread enough. As a practical result, with
regard to the appropriate regulatory environment, the involvement of stakeholders in the
regulatory process and the preparation of role-based extracts should be mentioned among the
outstanding uses. The process of creating a regulatory environment, the usability of the end
result and the subsequent impact on the willingness to follow rules also need to be given
priority.

Opportunity for change at national level

There is no training in information security in the education program for those working in public
education. As a further practical use, my information security results could be included in

primary, secondary and tertiary education, and especially in university courses where post-
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graduate workers deal with minors. In addition to the basic qualifications of the information
security officers working in the public administration, I highlighted the possibility of applying
an international qualification and assessment system, which would also facilitate the
comparability of training places and other training courses in Hungary. Furthermore, by
applying my model, the efficiency of education and the willingness to follow rules can both be

increased.
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