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The scientific problem

Sanctioning attacks and crimes offended in times of peace is the privilege of the state in
modern countries which adhere to the rule of law. Penalisation rules are determined by the
law. Imposing penalties is possible under conditions defined in law. The format and formaliti-
es to be followed also laid down in regulations. The court is to decide whether the conditions
defined in the law are met. The court is to comply with the law and it is to enforce the compli-
ance.

Thus it is not possible to take sanctions for one's own hand for those who become vic-
tims of any crime. They have to recourse to the court to vindicate their rights. With the proli-
feration of information technology the numbers of related cases are increasing simultane-
ously. Based on my experience the attacked (target, plaintiff) most of the time cannot enforce
its rights efficiently, or the enforcement is partial. Inadequate approach may prevent the suc-
cess of remedies, compensation, and as a result:

a) the quality and quantity of available evidence is not sufficient,

b) appropriate documentation of the forensic investigation is not available or not

sufficient,

¢) because of the inappropriate evidence handling the investigation is not repeatable,

d) analysis or interpretation may produce errors.

In the midpoint of my dissertation there is the IT forensic investigation. This is an interdis-
ciplinary domain, where law supplies functional specification, the realisation framework co-
mes from criminalistics, but all these shall be implemented in the field of information techno-
logy. My dissertation, in spite of its interdisciplinary nature, basically an information techno-
logy paper, which in the first line complies with the requirements of the PhD Institute in Mili-
tary Technology of Military Engineering.

Traces extracted from the information technology, the trace acquisition method
and toolkits, and the considerations of the related activities, however, are different of the
physical trace concept built around current computer forensic science. Definitions used
defines the methods of evidence acquisition, preservation and storage, determine the range of
tests that can be performed, and provide a framework for the interpretation of the results. Re-
sidues and prints definitions serve well to describe the world constructed from physical entiti-
es. Here are all item has its unique feature, but data for example may available simultaneously
in several places. The concept of physical trace determines which of the characteristics of the
trace is in the centre of preserving, processing or interpreting during a criminal investigation
or analysis. The methods and tools used will be appropriate for the selected features of the in-
vestigations. In computer forensic investigations therefore, in accordance with the speci-
alty of data, the definition of a digital trace concept is essential.Based on this digital trace
concept the related evidence handling, processing and interpretation shall be developed.

Forensic practice forced information technology experts to develop pragmatic techni-
ques of taking evidence that will stand the test of courtrooms. Applied techniques and
methodologies these days are specific to related tools and technologies. Windows, Linux,
i0S, and other operating systems, different file systems, wired and wireless computer net-
works, cell phones, etc. have their individual investigation means. These available methods,
techniques and tools do not establish a single scheme. There is no guidance that would be
used to decide the overall relationship of these investigations, and there is no indication for
the required professional competence.

As a result, the professional competence outlined in national law cannot or very diffi-
cult to interpret even for information technology experts.



In absence of appropriately identified computer forensic methods and techniques it is not pos-
sible to formulate correct and clear questions. As a result experts and the designating authori-
ties often grind in two mills. Consequently, a model is to developed that takes into account
the characteristics of trace data, summarizes the activities undertaken in the course of
IT expertise, their relationship, and providing a reference point for each professional
competencies required to perform the activities.

Besides the conceptual problems of the digital trace putting theory into practice also a
key factor in the effective and efficient detection, trace preservation and acquisition in crime
scenes involving information technology elements. Success of treating professionally the in-
formation technology based traces during investigations depends on the preparedness and IT
knowledge of the members performing on-site investigations of the competent authority.
However, this task is very important in terms of computer forensic investigations. As a tailor
cannot create a superb suite without sufficient quality and quantity of materials, it i1s impossib-
le for the best computer forensic expert to provide adequate evidence based on incomplete
data, badly collected traces. It is therefore necessary to develop a unified model that integ-
rates the particular features of physical and information technology, including the main
forensic procedures. This model will establish the appropriate protocols and serve as a basis
for the methodological manual of Hungarian computer forensic experts.

Aims of research

During my research the following sub-objectives were determined:

My aim is to analyse in a forensic manner the attacks and crimes committed in
the information technology environment, i.e., to determine what kind evidence are availab-
le in information technology environment about people, technical components and what beha-
viours.During my research I want to study information technology systems as evidence sour-
ce. I would like to decide if information technology has a set of special characteristics which
are atypical in general forensic trace sources. Therefore I would like to organize the layout
of information technology, such as proof and evidence source characteristics, and I in-
tend to outline digital evidence taxonomy.

My aim is also to develop a computer forensic investigation model, which unifies
the currently fragmented hardware and software technology based activities. My aim is
also to integrate the similar activities into classes, defining classification criteria of the
functions, and determining the necessary professional competence of task execution.

Last but not least, I would like to develop a high level model which homogeneously
demonstrates key forensic activities including the actors with expert roles in criminal
prosecutions, together with the general activities in combination with information tech-
nology system forensic investigation model. This high level model shall serve as a basis for
related professional protocols and the methodological manual of Hungarian computer forensic
experts.

Applied research methods

My research based on my practical experience, and additionally I performed a wide range lite-
rature exploration, exploring both national and international literature. During my bibliogra-
phy research I identified the most significant legal, general and forensic specific information
technology factors from the standpoint of my dissertation. I continuously tested the acquired
knowledge in my practice as a computer forensic expert in the course of criminal prosecutions
and civil actions. Within the Chamber of Judicial Experts —based on my research— I have initi-



ated the development of methodological manual of Hungarian computer forensic experts, and
revived the regular professional conference for computer forensic professionals. I would like
to organise this conference in the future, and to be a regular event in the future.

I attended regularly —as a member of the audience or a speaker— the related national
and international scientific conferences and other proceedings. [ presented the results of my
research in a number of scientific conferences at home and abroad, both in Hungarian and in
English. I published my findings not only in conferences but also in peer-reviewed journals.

Structure of the thesis

[ split my thesis into three chapters:

Chapter 1: [ reviewed the attacks and crimes which can be committed in informati-
on technology environment, the issues which substantiating the methods of proof, and the evi-
dence requirements. In this chapter I define —in accordance with the concept of physical
trace— the concept of digital trace, describing the characteristics of the legal classification. I
also specify the forensic characteristic of the information technology environment.

Chapter 2: [ propose some improvement and extension on Brian Carrier initial ab-
stract layer model which. Thus, a complex taxonomy is available for computer forensic ex-
perts to put all existing information technology related investigation in order. This taxonomy
also suitable to describe and determine all necessary professional skills.

Chapter 3: 1 analyze the professional issues of evidence acquisition, preservation
and storage in the information technology environments. I prove that it is possible to model
computer forensic functions, and based on this model it is possible to develop the methodolo-
gical manual of Hungarian computer forensic experts. At the same time in this chapter I intro-
duce the high level model for evidence acquisition, preservation and storage function.

Conclusions

Information and communication technology increasingly pervades our daily life, embedded in
the socio-economic processes.The penetration of technology, however, has increased depen-
dence of the individuals, organizations, states. Dependence also increased the vulnerability of
all.A particular form of this vulnerability is a new type of conflict: the rising appearance of at-
tacks and crimes committed in information technology environment.These conflicts, in time
of peace, decided in the courts.Judicial law enforcement of court is grounded in law. However
the effectiveness and efficiency of the law enforcement based on sufficient quality and
quantity of evidence.As a new type of evidence source —based on a new type of technology—
is the preventive subset of computer security. In the focus of this new source there is the
analysis of traces arouse from information systems.This is an interdisciplinary domain,
in the intersection of law, criminalistics, and information technology: computer fo-
rensics.

The current investigative activities, information related forensic methods, however, do
not form a coherent system.The law controls in different ways and in different extent the pro-
fessional competence level requirements of all persons who play expert role in criminal prose-
cutions. The current forensic investigations are operating system, file system, computer net-
work, and cell phone specific at the moment. These investigative methods and techniques are
individual and isolated. They each stand the test of the courtroom, but do not form a coherent
professional methodology.



In my dissertation, I reviewed the organization of law and forensic traces, evidence and
taking evidence, and found that the trace concept serves as a base for the whole criminal
investigation process. The professional functions based on the applied trace concept during
evidence acquisition, preservation and during all forensic activities.Comparing physical trace
concept with the data-traces which come from information technology I found that the trace
concept based on residues and prints is not adequate. This physical concept does not
reflect correctly the characteristics of digital trace initiator, trace carrier and the trace
generation process.Therefore, I derived a new trace concept (digital trace), which is
consistent with both criminalistic and trasology trace concepts, and meet the characters of
the information technology environment.Based on the clarification of the digital trace concept
[ classified and organized the characteristics of digital traces based on their specific fe-
atures.

In my dissertation I have explored the general forensic features, the unique characte-
ristics of information technology as well, and [ presented these attributes to the consequences
on computer forensic investigations.After completion of the digital trace taxonomy I systema-
tized of related activities.The basic problem of the organization previously was that how the
diverse computer forensic activities can be classified in a way that the resulting function gro-
ups form a closed logical unit, do not repeat the individual classes of functions, and to some
extent define the tasks required to carry out professional competence.In the fulfilment of this
task | summoned the Brian Carrier’s abstract layer model.l improved and extended the
original model, completed with the necessary elements, which have enabled it to have a
complex manner suitable for forensic investigations of information technology environment
that contain digital traces. In addition this enhanced model helps identifying the necessary
professional competences.

Following the definition of digital traces I defined the taxonomy of traces. Then I or-
ganized the functions related to computer forensic and defined the legal requirements for
methodological manual of Hungarian computer forensic experts. Consequently I developed a
high-level model of forensic functions in criminal prosecutions.

After determining the activities of the players — with regards to the life cycle model of
traces— I extended the traditional evidence search, preservation and analysis model to comply
with all significant issues that arouse from the concept of digital traces of information techno-
logy environments.As a summary of these tasks I developed a complex UML model that in-
tegrates the physical and information technology related characteristics of the forensic
issues of the criminal prosecutions.This complex model is not only supports forensic inves-
tigation, but in my opinion, also provides a basis for forensic protocols, as well as serves as a
basis for methodological manual of Hungarian computer forensic experts.

In my opinion, my research was effective, I have been achieved the stated scientific
objectives.I think, I can use profitably all the ideas from my dissertation in the future in my
computer forensic activities.I believe that my achievements are useful not just for me or for a
narrow circle of forensic experts, but also more widely. Therefore in defence and civil sectors
may also profit from my research findings.



New scientific achievements of the thesis

1) I defined the digital trace in accordance with the trace definition of both criminalis-
tic and trasology (residues and prints).

2) I classified and organised the digital traces by their individual characteristics.

3) Improving and extending Brian Carrier’s original abstract layer approach of analy-
sis, | recommend a complex taxonomy, which is suitable for organising, describing
all information technology related forensic investigation, in addition the enhanced
model helps identify the necessary professional competences.

4) I developed a high level UML model suite which integrates specific forensic featu-
res and questions of the physical and the information technology. My model-suite
constitutes the relevant professional protocol set and the development of the metho-
dological manual of Hungarian computer forensic experts

Practical usability of thesis

I propose to use my whole dissertation in higher education, in forensic and criminal science
subjects. I also propose the use of my dissertation in computer forensic experts’ periodic in-
service training.

The layered model of computer forensic investigations —defined in my dissertation— is
capable of classifying researches in the field of computer forensics. This high level model also
capable of classifying the related methods and techniques, identifying and analysing their re-
lationships.

The high level trace search, trace safeguarding, and trace preservation model I propose
in my dissertation is applicable for defence services, especially their investigative branches.

My dissertation may constitute a basis for the methodological manual of Hungarian
computer forensic experts.
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