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The scientific problem

Because of the information systems are commonly used in every aspects of human life, that is
why in the era of public administration they take part in growing scale. Due to the personal
computers and the lesser or bigger networks forming of them, the creation of the first viruses,
the speeding up development of information technology the matter of information security
became more complicated. Our NATO and EU memberships make great demands of newer
information security in the used information systems of Hungary, amid the information

systems of the public administration.

It is obvious, that the information security is effective, if it is ensured commonly for every
element (servers, clients, operation systems, software, network, etc.) of the information
system. However, the information systems of the public administration are far from the equal
high level defense. There are areas where the usages of the modern defense methods are the
same in quality, quantity and forms, but there are several information systems, where you
cannot find the basic security settings. The significance of the shortcomings of the security of
the information systems of the era of the public administration is quite big enough, because an
incident can cause harmful effects for mass of people or for the whole society. For example,
nobody would be happy if anybody would be able to acquire his / her birth certificate — due to
the security problems of the system — which can be used to steal a whole identity and to take

advantage in various ways.

By the very start of my research I could identify that the information systems of our public
administration contain more and more vulnerabilities as other systems, and the attackers, their

tools and methods develop in an immense pace.

The explorations, analysis of the threat on the information systems of the public
administration, the inspection of the adaptability of modern defense methods need

scientific research.

Objectives

I set the under mentioned aims in the course of my research:

1. Observing the information systems of the organizations of public administration, by

modeling the system presenting and analyzing their functioning processes, the used



information security rules and the aspects of the staff operating them; exploring their lacks

and defining the possible directions and results of their development.

2. Analyzing the possible attackers, the types of attacks against the information systems of

public administration, and by this systematizing and grouping the threats.

3. From the viewpoint of information security analyzing, valuing and comparing the most
used open source and close operation systems in the information systems of public

administration and suggesting more possible application areas.

4. Based on the risk analyzing model observing the modern defense solutions used in
information systems of public administration, their processing principles and suggesting
adaptability enlarging the information security of information systems for public

administration.
Applied research methods

I started my research by gathering, systematizing, analyzing information based on wide
scale literary research of vulnerability of information system, later on I complement them
whit the exploration of these vulnerabilities, and the accomplishment of simulation based
on modeling and demonstrating of effective defense from the threats. 1 followed with
attention the already done and ongoing dissertations based on the theme, the statements of
scientific student essays, technological publications, scientific exhibitions and programs. I
utilized the pieces of information and experience I gathered from the interviews of top
managers of the social service sector. While I made this essay I lean on the national and EU
laws, rules, standards and regulations of the information defense. I consulted, gathered
experience, and I used the experience from teaching the subjects in creating, operation and
auditing and reviewing safe information systems, for the creation of this document. I strived
to reach and achieve my goals of this research by using methods such as analyzing,

synthesizing, inducting and deducting several outcomes of researches and essays.
Structure of the thesis

I summarized my research for reaching the goals in an essay in the following structure:
1° chapter: I defined, specified the notions used in the essay, I observed the information

systems of public administration and their working processes, I created the functional and



structured model of information systems of public administration and I defined the necessary
aspects and tasks needed to form information security strategy strengthening information
security of organizations in the civil service sector, I presented a possible option of strategy
build-up and I explored the shortcomings of regulations of the information systems of public

administration. I suggested solutions for eliminating the shortcomings.

2" chapter: I analyzed and grouped the threats and attack methods against information
security of information systems of public administration, I observed the attackers, targets,
effects of attacks and by testing I analyzed and compared the most commonly used open
source and closed operation systems utilized in information systems of public administration,

then I drew the inference for their further adaptability.

3" chapter: I observed the modern defense solutions usable in information systems, their
working methods, than by the purposed, particular risk and effect analysis concentrated on the
threats and defense lacks I suggested solutions for their adaptability to develop security of

information systems for public administration.

At the end I summarized my conclusions, my main statements, I formulated the new

scientific results reached by me and made suggestions for further usage.
Conclusions

After identifying and clarifying the basic expressions I created the functional and
structural model of information systems of the public administration.

I presented the Electronic Government Backbone which is the basic infrastructure of e-
governance and I analyze the Ugyfélkapu.

After observing the basic processes of the information systems I stated that the most
critical points in the information systems of the public administration are the processes of
putting in the data to and getting out the data from the systems. The proper regulating of these
processes could enlarge the level of the information security significantly.

By studying the requirement system of the information security of the framework for e-
governance | analyzed the basic conditions of setting up and maintaining the organizational
information security and I formulate the goals and requirements of the information security
strategy, I presented a possible build-up, the most important tasks to do according to the goals

and the questions of the regular review of these tasks.



I examined the current and normative orders of government and the matters of their
ancestors in the aspect of information security of the information systems for public
administration and I stated that there are still some shortcomings, and the proper
implementations on the lower level do not come or come partially into existence, and I see the
reason of this mainly in the lack of suitable specialists and the lack of financing.

According to the previous issue I suggested working out a law of information security
which is based on international standards and good case practices and regulates widely the
information security of the organizations of the civil service sector, furthermore I suggested
setting up an information security organization of experts doing inner auditions and
consulting.

I examined the state of development of security consciousness of humane side which takes
part in creating, regulating, processing and utilizing the information systems of public
administration and I stated that problems of approach impede the creation and maintenance of
proper information security, that is why I suggested introducing methods aiming to change it.

After clarifying the main steps of attacks against information systems I analyzed,
systemized and grouped the threats, the scale of attackers, the targets and the methods and
effects of attacks of the security of information systems of public administration. I observed
and analyzed the opportunity of outer attacks in the aspect of exploiting the vulnerability of
the network, operation system and installed applications, as well as 1 observed the diverse
opportunities of inner threats and the accomplishable forms of attacks of combination of the
previous two mentioned issues.

After that I wanted to reply an actual question, which refers to the expedience of the usage
of open-source or closed operation systems on the computers of information systems of public
administration. That is why I tested, observed and compared several services of operation
systems of servers mainly used in information systems of public administration in the aspect
of secure usage and I stated that the utilization of open-source operation systems may cause
cost-cutting in purchasing software, its skills are not worse than the security services of closed
operation systems. However the expertise is missing for the secure operation and it would be
a problem to retool the self-developed, Microsoft based applications of the civil service sector
and with this a big amount of vulnerability could come into the system, also thence these are
more likely targets of attacks.

I stated that there are no essential digressions in the used methods, instruments and
motivation of attackers considering the attacks of information systems of public

administration or company. I see basic differences in one hand in the effects of differences



between the stored-processed information, on the other hand in the negative effects caused on
the governance by the threats of availability, and finally in the negative effect of operability of
public administration by the threats of cyber warfare.

I observed and valued the modern information security solutions, with statistical data I
stated that these are not or partially used in the information systems of public administration.

I made a purposed, particular risk and effect analysis concentrated on the threats and
defense lacks revealed in the previous parts of the essay, with its outcomes I suggested
implementing, enforcing the upcoming security solutions in the security systems of every
organizations of the civil service sector:

¢ Implementing central controlled, integrated end-point protected solutions and creating
central controlled software refreshing architecture for reducing on a bearable level the
threats caused by malfunctioned or manipulated applicator vulnerabilities,
vulnerabilities created by system programs or by the vulnerabilities getting into system
from remote computer;

¢ Creating screened subnet firewall architecture processing with application level firewall
for lowering the risk of unauthorized admission into the network;

e Utilizing admission detecting and preventing tools to detect and parry unauthorized
admission tryouts and attacks on the inner network;

¢ Implementing integrated central applicator and access management systems for
lowering risks by unauthorized data access;

¢ Implementing encryption and automated saving system for reducing on a bearable level
the risks caused by loss, injury or stealth of communication, mailing or data travelers on
open channels;

e Using calendar or event processing systems, moreover creating a scope of activity of
supervising for exploring system problems or unauthorized admissions or admission
tries.

I stated that there are no essential differences in the usable security solutions of
information systems of public administration or for profit sector, but their usage in the
information systems of public administration is less prevalent. That is why the
implementation of the above mentioned solutions is necessary, with their usage the security of

the information systems of public administration can be developed significantly.



Thesis

. By creating the functional and structural model of the information systems of public
administration and by analyzing their working processes, security regulators I explored
their lacks, I presented the directions of development and I stated the requirements of the
creatable information security strategy in these organizations, the possible build-up of the

strategy and the tasks of the information security politics connecting to the previous issues.

. Based on the structured model of the information systems of public administration I
analyzed the attackers against them and the types of attacks, and as a result I created a new

categorization of the threats (attackers) against these systems.

. By observing the attackers and the types of attacks and by analyzing statistically the rate of
targets moreover by my own testing results I compared the most used operation systems in
the information systems of public administration in the aspect of secure utilizing and I
certified that using close operation system is not more disadvantageous than change to

open-source operation systems which are more commonly showed as targets.

. Based on the purposed, particular risk and effect analysis concentrated on the threats and
defense lacks I observed and valued the modern information security solutions and as a
result I suggested their adaptability in the information systems of public administration,
with these the information security of organizations in the civil service sector could be

developed effective.

Recommendations

. I recommend the chapter of my PhD essay about regulating the safety of the information
systems for the public administration for making new law intent to develop the defense of
the information systems of the public administration for a higher level, and to implement

the recommendations to the information security strategy of the organizations.

. I recommend the utilization of my essay in the bachelor, masters and PhD curriculum of
the higher education teaching students on the field of information technology of the public

administration.



3. I also recommend the chapter dealing with the forms of attacks of the information systems
and the applicable defense solutions for the bachelor, masters and PhD curriculum of the

higher education teaching students on the field of information security.
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