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The scientific problem

Over the past decades there were a growing nunfbmilitary equipments which were
characterized by containing programmable electsowic mechatronic. Within this there
are an increasing number of safety-critical deviedsich have defined mission time in
continuously-run mode. In these cases there is ap ov time to repair the operational
error during their operation, and any operationétakes can be fatal. In peace period
national armies tend to reduce. The reduced arneyatgs less military devices, which
leads to a longer time period between usagesr&iruse) of a military device. Meanwhile,
NATO involved more frequently in UN peacekeepingegtions that require military
force. These operations require the mobilizatiothef military equipments, but obviously
the mobilization isn't designed several years inaade, so the equipments usage is
aperiodic. | call all the military equipments, whican be characterized by the attributes |
listed above, aperiodic operated military equipraent

The IEC 61508 and IEC 61511 standards define tfetysentegrity level (SIL) term and
the methods for determining levels. The API 14C dhd MIL-STD-882 standards
interprets the safety-critical operation concete Examination of reliability of aperiodic
operated military equipments must be assembled frontepts of different standards in
the following specifications:

* Number of definitions of the listed standards stamtn the assumption that the failure
rate of equipments or systems is constant in tleadipnal lifecycle. In the case of the
aperiodic operated equipments, this assumptiontisrne.

* The aperiodic operated military equipment has gafatical nature, but the API 14C
and the MIL-STD-882 standards, which describes théure, were developed for



continuous-run and batch operation. The aperiogerated military equipment has other
type of operation.

* In the case of the aperiodic operated equipmergspthdictable periodic inspection
testing and maintenance carried out in off conditidhe continuous-run and batch

operation require other types of verification testd maintenance.

This PhD thesis topic is about the method of them@ration of the reliability of aperiodic
operated military equipments, which is in line wititernational standards and takes into
account the specificities of these devices.

Research objectives and hypotheses

My first hypothesis is that the reliability of ajpmatic operated military equipments can not
be investigated by the methods developed so fdrsarnt is a new group for the reliability
calculation. My goal is to create and establish ¢h&ulation of the reliability of the
aperiodic operated military equipments and defirthrggclassification of MSIL similarly to
the SIL of the continuous-run and batch operatignabtheoretical elaboration of the

calculation of the probability of failure.

According to my second hypothesis, treatment ohgbeabetween off mode, periodic test
mode, and continuous-run mode requires discrete state description of the probability
of failure. My goal is to model the change of modsconverting the profile of the

transition probability matrix.

According to my third hypothesis, the influencetloé probability of failure of discovered
and corrected errors in periodic tests mode cambeeled by the appropriate correction
procedures of probability of failure. My goal is develop an algorithm for the reliability
calculations, used in managing operational charatitess of aperiodic operated military
equipments. According to my assumptions, the detson of the model of operational
characteristics of aperiodic operated military pguents needs special definitions of the

test coverage factor and the human factor.

The following research methods used

| have studied the reliability and operational safaf the international standards and the
methods of calculatioof operational safety. | also examine the approprizardware
architecture design.



Studying, analyzing the literature and publicatianailable on the Internet | expanded my
theoretical knowledge in the field. | have collecend systematized the SIL engineering

activities related to domestic and foreign reseantivities and information.

The simulation tests have been run to verify theeaech results and the set of theses. |
analyzed the effect of a certain parameter on xipected probability of failure during the
battle task. | have studied the safety-criticaldmaare structures designed for cost-effective

solution and | have developed a simulation modetkvis taking it into account.

Examinations

I. Chapter

The group of the aperiodic operated military equepmwas definedl define the test
coverage and the human factor of the Safety Irtiegyevel for the characteristics of the
aperiodic operated military equipment. Defining timeerpretation of average failure
probability of operation-blocking of aperiodic optgd equipments and defining the
formula (PFMsayg for calculating it. Giving the interpretation ahe military safety
integrity level (MSIL) of aperiodic and safety-ical operated military equipment.

II. Chapter

This chapter contains: investigation of the différdoehaviour of the save and the
dangerous failures in redundant hardware structanealysis of the relationship between
the diagnostics and the hardware redundancy; eeref the requirements of the control
chain and the hardware structure of the aperiopizaied military equipment; justification

for choice of 1002D hardware structure.

lll. Chapter

Overview of the methodology for calculating relii#tlpiof the aperiodic operated military

equipment. Deducing the transition-probability ntas of the operation modes and
deducing the management of the mode changes. letéhe effects of periodic inspection
test in off mode as correction of probability iretMarkov model’'s states. Deduce the
calculation algorithm of the average value of pholig of failure in continuous-run mode.

IV. Section describes the proposed calculating otketfor the small-range air defense

missile TZM equipment control system.



Conclusion

The aperiodic operated military equipments are @& mggoup characterized by their
operational characteristics. | have defined it tbbowing way: the aperiodic operated
military equipment has defined mission time andesatritical design, contains

programmable electronic and must be handled togathiypes of its failures.

| found that, the changes between off mode, periteit mode, and continuous-run mode
cause step changes of the actual probability afrzs, and so step changes in iHailure
rate too, during the life cycle of these equipmefit® worked out the transition matrix
conversion rule to treat it. This rule defined thetors of the operating conditions. | have
proved that my transition matrix conversion rulsustable to enforce the sudden change in
A failure rate.

| created the followings for my investigations: aMdov graph which contains seven state
and relates to the control system’s hardware straalesigned 1002D; the criteria system
for determining of the transition probabilities; darthe expression which define the
aggregated transition probabilities of the trapsitinatrix related to Markov graph.

| pointed out that the definitions of Ry and PFRy4 of IEC 61508, IEC 61511, and
ANSI/ISA 84 standards aren’t suitable to deterntime reliability of aperiodic operated

military equipments for the following reasons:

* in the control system of the aperiodic operatedtanyt equipment must be considered

together: (Pbavwy the average probability of dangerous failurestioé basic control,

(PFD.yy average probability of failure on demand of safaintrol, and PE?"") average

avg

spurious probability of failure;

» the reliability of all operation must be jointly tdemined and not independently, like

international standards makes it;

» the concept of test coverage of international stedglisn’t suitable to determine the
effectiveness of investigation test, which brea& dif mode of the aperiodic operated

equipments.

| introduced the term of PFd4,g — which is the average probability of all fataldees in

the mission’s time of aperiodic operated militagugment - the following features:

» the PFMayg include the probability of all save, dangeroug] &adse failures together,

which may prevent the successful execution of daditk of these equipments;



* Mission time must be considered as the time pdigtdveen the last investigation test
and the mission time start and the continuouslytime together of the calculation of
average probability;

* | have created and defined a test coverage fadtatmshould be applied to calculate
the effectiveness of investigation test, which krénee off mode.

| gave a formula to calculate the PElV

I've interpreted the effects of periodic inspectist in off mode as a correction of
probability in the developed Markov model's statasd deduced the algorithm of the
correction in fault-vector.

| gave the term of the military safety integritwéd (MSIL), which can be calculated by
PFMeavg and can be used the classification of the religloff aperiodic operated military

equipments.

Case study demonstrated that the developed algwitlte suitable for optimization of the

frequency of investigation tests, the test covetagels, and the stuff qualifications.

Scientific results

1. | have defined the term of aperiodic operatetitany equipment and the term of

military safety integrity level (MSIL), and | gavis classification method.

2. For calculating the average probability of feglsi of aperiodic operated military
equipments in the mission period | have introduttexiconcept of PFi,g and |
have created and defined test coverage factor anthim error factor, which are

related to this calculation.

3. For the management of the mode changes of apeoperated equipments | have

elaborated the conversion rule of probability titams matrix.

4. | have elaborated the correction method for hagdthe effects of periodic
inspection test in off mode and for this and | géhwe correction rule of probability

transition matrix.



