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DISCUSSION OF THE SCIENTIFIC PROBLEM

Risk assessment, a data driven process for deteignthe likelihood of a risk happening, as well rask
management are of the most important tasks nowattayachive the maximal safety and security. When
considering catastrophies in our civilized worldyfan factor has always had an important role amdeg t
possible causes . The human factor is always prem®@ong the main reasons of accidemscording to
different papers, 45-80% of errors are due to thmdn factor. On the other hand, the views that "dom
commits errors”, "humans are the weak part of tistean” or "human actions have to be replaced by
automation” are too simplistic. Man is able to ceyith unforeseen situations, to analyse and totersalutions.
Without human actions more incidents would leadd¢oidents. Safe behaviour does not mean the absénce
errors but the positive human contributions to tyafeven in the form of prevention. Therefore, tomcept of
human error should be correctly defined and uséld wtmost care.

Risk assessment has three different main typesahumealth risk assessment, environmental risk siseas
and ecological risk assessment. When all these ttyfges are combined, integrated risk assessmarge.
Integrated risk assessment is the way for fututéchvcan be simply concluded from the fact that Anrhealth,
the environment and the ecological system mutuaflyence one another.

At the moment, there is no "best” mathematical nhdolethe phenomenon "human factor”, though
mathematical models are usually simple to use afelta calculate numerical values for the real prots, and
that is why it should be essential to have a madétieal model for the human factor. The questionhy there
is no such an exact mathematical model. If it isgdde, the exact model should be made. If it igsassible,
then a proof is needed for it. My hypothesis ig thare may not an exact, unique, and best matheshaiodel
be made for the human factor. In this case, th&tiegi models should be compared, and to improve tinew
parts for the models are essential to be determined

RESEARCH OBJECTIVES

To prove my hypothesis and conduct new scientifults, my objectives are the following:

1. To compare the possibilities of mathematical efiaty of the human factor and to determine thatm
of modelling.

2. To compose and prove theorems in connectionmitielling the human factor.

3. To define new types of error in the field ofeigtated risk assessment.

4, To make recommendation for the possible usehefrtew scientific results in connection with the

analysis of the human factor.

5. To make plans for the application of the rescdiscerning the human factor in military and padyteic
higher education.

For my objectives | studied:

1. the possibilities of mathematical modelling cemméing the human factor in risk assessment, with a
special view for disaster management.

2. the existing models and the possibilities of ptating them as well as the possibilities of intioihg
new models.

RESEARCH METHODS

1. Analysis of the relevant literature of the sehj&tudies of the new scientific results of coaferes.

2. Giving lectures about the subject and resuliiantific conferences.

3. Consultation with experts of the subject.



SHORT DESCRIPTION OF THE STUDIES CONDUCTED
First chapter

Human performance has a significant impact on ¢fiahility of several fields of systems. The hunfaator is
always present among the main reasons of accidéatsrding to different papers, generally 45-80%enbrs
are due to the human factor.

The concept of human error has been correctly défand human reliability analysis (HRA) has bedvemya
principal role when analysing the causes of acd¢glen

Nuclear Energy Agency (NEA) also emphasizes theewmpplication and development of human reliability
analysis methods.

Integrated risk assessment is the best way foringe¢he challenges nowadays. | defined the conoépt
integrated risk assessment and the plan for theepsoof risk assessment in details. | analysedaieeof the
human factor in the process of risk assessment.

Second chapter

In the 2nd chapter | reviewed the basis of huméalidty analysis and some methods dealing with #malysis
of the human factor.

In the field of risk assessment the appropriatattnent of human interaction has a key role in ustdeding its
part in total risk and in the sequences of accilent

It is the human reliability analysis (HRA) technéguthat principally deal with the analysis of tharfan factor.
On the other hand, there are also other methodsaitnamodelling some aspects of the human factarsthdf
HRA techniques consider the question of data-admégsand integration into wider systems.

The aims of HRA techniques are the following:

(1) To identify and analyze the most important harimderactions, and to fit them into safety asspesds.
(2 To quantify the probabilities of successes faildres.
3) To provide lookout for developing human perfare.

All of the techniques concerned with quantifyingnfan reliability include the calculation of humarrosr
probability (HEP), and that is the main point in n@gearch.

| reviewed some important HRA techniques, namelf\HERNA, CREAM, HCR, HEART, HERMES, THEA
and THERP. Mathematical models of these methodguite different.

All of the HRA methods deal with PSF-type factofgalysing these factors is an important part of HRA
methods. The description of other aspects of theamufactor may also be regarded as a mathematideiml
showed several examples for that in the 2nd chapter

Third chapter

Mathematical models of methods concerning the hufaator are presented in the 3rd chapter. Accordiing
Seveso directives, mathematical modelling as a fookiding decision-making has a significant relben
quantifying severe risks.

Mathematical models can usually be cathegorized fintee cathegories: empirical models, analyticatiets
and numerical models. All of these thre types, alsd mixed types have examples among modellindntingan
factor. Applicability of the models is particularisharacterized by technical quality and usabilithe most
serious problem that may occur concerning matheadathodels is that users of the methods are noteanfa
the limits of the models, or in some cases, ar@ exe aware of the use of the model. For this neaisds very
important to apply models that, or at least whasserce may be understood in widely use. Anotheoiitapt
point of view is to evaluate users’ feedback toriowe models for a better availibility. On the otlremd, the
documentation of mathematical models should bdataifor users as a reference.

Mathematical models of the methods reviewed ar&dlifferent. Nevertheless, all of the methods\aefied
and validated.

As a result of my research | put and proved thiedahg statement:

There is no exact, unique, and best mathematicdehfor the human factor.



Existing models were compared, and to improve theewy parts for the models were determined in thie 3r
chapter.

Fourth chapter

The results of the reasearch concerning the huaetorfmay be applied for several fields of sciemadhe 4th
chapter some applications in disaster managememgrgency communication, determination of disturleanc
states and higher education were considered.

During the process of disaster assesment new olgaliclike globalization, technology developmenteororism

appear. Thus, the development of disaster assegrmrgsses meeting the criteria of the new chadignar the
reconsideration of disaster assesment may be egfjulio eliminate the errors occuring in the assesnibe

analysis of the human factor may provide technigdertise. After the introduction of the disastesesment
and the role of the human factor, | analysed teasler assesment teams and presented a possibiersol

| drew attention to the role of the human factotha field of emergency communication. | suggeseidtion
for the possible correction of human errors ocaudaring emergency communication.

| showed an example of the human factor causingstrbdance state. In this way | proved that thailtss
concering the human factor may be applied in théhateof the determination of disturbance states.

| showed that mathematical models of the humarofagtay be part of mathematics subject in militang a
polytechnic higher education.

SUMMARY OF CONCLUSIONS

The main point in my research is quantifying humahability including the calculation of human erro
probability (HEP).
| completed the known problems of determining HERH& question of responsibility.

Integrated risk assessment is the best way foringe¢he challenges nowadays. | determined the gqunok
integrated risk assessment and the plan for theepsoof risk assessment in details. | analysedalleeof the
human factor in the process of risk assessmenigdested that even the affective part of the hufaator
should already be considered at the first step@process of integrated risk assessment.

The HRA methods reviewed use quite different matitezal models. There are models of basic mathematic
(for example HEART), there are models applying pitmlistic distributions (for example HCR), and altloere

is a method which to some extent query the neecchadce of mathematical modelling (THEA).

Despite of all these differences, all of the methagre validated in practise.

So, totally different mathematical models approtxlequally well applicable and not interchangedhnlenan
reliability assessment methods. As | proved thatehis no best mathematical model for the humatorfad
follows that mathematical models of human reliapilanalysis and the human factor may be developed
permanently.

Human error is a general concept, which includesryesituations when the planned sequence of menmtal
physical actions fails to achieve its planned aesiréd aim, and this failure is not due to any lefidtochastic
circumstances.

Human erroris failure of a human action due to internal hurf@ture mechanisms.This concept is to loosely
describe any sub-optimal human performance.Two mua@aops of human errors are error of commisgiaong
human action) and error of omissimissing human action). Human error as the congemuef the difference
between the planned and realized action or perfocmamay be categorized as slip, lapse and mistake.
separate group of errors is violation, when théoacis not allowed, prohibited or not apropriatatént error
may also play an important role, although this tgperrors is usually difficult to identify becausgéits distance
even in time and in space from the evolved eveninéh failure is the failure of a defined humanactin an
HRA model. There may be many reasons for failuremgared to human error. Human failure may affect
components- that is called fault, and processegnhwdisturbance occur. A failure that is assesse@dalt in
unacceptable consequences such as unavailabilityarg function leading to personal or property dgmis
called critical failure.

In this categorization the role of violation is r@ndled as important as it is in reality. In Reéscategories the
violation of deliberate making harm is not consattbeing a human error. In reality these delibeaateons



may have serious conclusions, and their numbesnsirously increasing. So | suggested that in soases and
after appropriate analysis, the violation of delgie making harm should be treated as a human. ériervery

important for these types of violation, so thatytimay have a part in researches in connection thithhuman
factor.

On the other hand, general violation is also aoserproblem. | created a simple mathematical méatethat,
respecting the connection between violation andchtiteber of rules to be kept. There is a numbeulgisrto be
kept, weighted by the difficulty of keeping thekhthat should be analysed in the given situatiorer&rexists a
numberK, for which: whenK< K,, no violation happens (or only with negligible pability), whenK> K,
violation happens (with considerable probabiliffhe objective is to make a system of sufficienesufor the
given task wher&< K.

All of the reviewed HRA methods deal with PSF-tyfjpetors. Analysing these factors is an important p&
HRA methods. Among PSF-type factors | emphasizegsstfactor. In connection with stress, fatigue laumahan
performance | concluded the following:

The cumulative effect of stress and fatigue in s@ases is bigger than the sum of the single affediie in
other circumstances the two affects compensateaheh. Namely:

1. When considering extremely big stress, the cunudaifect {) of fatigue (F) and stress (S) is
largely bigger than the sum of the single effeéE;.-l- S)h >>F +S,

2. When considering low level and optimal stress,dffect of fatigue reduces the level of human

T
performance (T) in direct proportioﬂ.'l R, = = whenS) < S < S nax
h

3. When considering moderately high level of streks, cumulative effect of stress and fatigue
compensate each otheT|(F+ S)h =T.

| developed mathematical models with respect tdahewing principles:

It is very important to apply models that, or aadewhose essence may be understood in widelyAmseher
important point of view is to evaluate users’ feaclbto improve models for a better availibility. @re other
hand, the documentation of mathematical modelsldhziavailable for users as a reference.

CREAM-the basic method uses basic mathematics, sandome parts of the mathematical model are just
mentioned in the method. For the seek of the apoweiples, | developed the details. | showed tractical use
of CREAM-the basic method by analysing an imagiracess.

From the available data of the method HCR | coretltthe following formulas:

The shape-parameter may be givenfhy 0,1f-0,6j+1,7
The location parameter may be given ky=¢0,1j+0,8 =1, 2, 3.
The scale-parameter may be given Qy=d,19j+0,22

So | concluded that the location parameter andstiae-parameter have a linear connection with cisjpe
mental processing.

In the available literature of HEART there is norflas for error probability. Using the availabkgtaland a
specific example from literature | developed thehmenatical formula of human error probability apdlin
HEART method:

38
Human Error Probability =min{]; HEP ] ((maxEPC, —1)CAPOA + 1)}
1=1

As a conclusion of the "Doubling rule” in THERP rhed | pointed out that the role of the first erier
significant in evolving accidents. So | suggestedhtroduce the concept of "first error”, and thaphasis of the
importance of the first error.



In connection with the preference of uniform distition of the risk | proved that during the perdaptof
cumulative risk, the cognitive human dislocatiowa&ods the direction of the preference of uniformisray be
mathematically modelled by minimalization of thersu

I worked out the modification for the SON-formulfitbe subjective probability of hazardous incidents

lg(n+1)

iZ;)aIg(n-i+2)+I9n+iZl)Ig(1+(5-&)2).

U =

| showed several fields of science where the resofitthe reasearch concerning the human factor lbeay
applied, namely in disaster management, in emeygenmmunication, in the method of determination of
disturbance states and in higher education.

During the process of disaster assesment new olgaliclike globalization, technology developmenteororism

appear. Thus, the development of disaster assegrmrgsses meeting the criteria of the new chadignar the
reconsideration of disaster assesment may be egfjulio eliminate the errors occuring in the assesnibe

analysis of the human factor may provide technigdertise. After the introduction of the disastesesment
and the role of the human factor, | analysed teasler assesment teams and presented a possibiersol

| drew attention to the role of the human factotha field of emergency communication. | suggeseidtion
for the possible correction of human errors oca@udaring emergency communication.

| showed an example of the human factor causingstrbbance state. In this way | proved that thailtss
concering the human factor may be applied in théhateof the determination of disturbance states.

| showed that mathematical models of the humarofagtay be part of mathematics subject in militang a
polytechnic higher education.

THESES
Thesis 1. | proved that there is no exact, unigué, best mathematical model for the human factor.

Thesis 2. | developed the missing details of th¢heraatical model for CREAM-the basic method andnsith
the practical use of CREAM-the basic method byysiag an imaginary process. Using the availabla dat a
specific example from literature | developed thenegal mathematical formula of human error probgpbili
applied in HEART method. From the concluded forreufar the method HCR | proved that the location
parameter and the scale-parameter have a lineaection with respect to mental processing.

Thesis 3. In connection with the preference of amif distribution of the risk | proved that durirtgetperception
of cumulative risk, the cognitive human dislocatiomards the direction of the preference of unifisrm may
be mathematically modelled by minimalization of then.| worked out the modification for the SON-fara of

the subjective probability of hazardous incidents.

Thesis 4. | demonstrated that in some cases aad afpropriate analysis, the violation of deliberataking
harm should be treated as a human error. | cremtddntroduced the concept of the "first error'created a
mathematical model for eliminating violation.

Thesis 5. | worked out the theorem about the cutivel@ffect of stress and fatigue on human perforcea

Thesis 6. | was the first to suggest that everaffective part of the human factor should alreadycbnsidered
at the first step of the process of integrated aiséessment.

Thesis 7. To eliminate the errors occuring in dsaassesment, | worked out the optimal form otasgent
teams.



RECOMMENDATION

| recommend to use the results of my dissertaiish df all for developing HRA methods.

| showed that mathematical models of the humarofagtay be part of mathematics subject in militang a
polytechnic higher education. That is why | recomoh¢o introduce the mathematical models of the huma
factor in military and polytechnic higher education

| showed several fields of science where the resoftthe reasearch concerning the human factor beay
applied. In these fields | recommend the continuapication of new results.

On the other hand, there are several fields oinseievhere the human factor is less emphasized glected,
though even in these fields the role of the humaatof is vital. To recover these fields and theegeh
consideration of the human factor, including thatsaious application of new results is the wayftdure.

Budapest, 23/03/2011

Kovacs Judit



