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1. THE DEFINITION OF SCIENTIFIC PROBLEM

My research topic is the modernization of the fixed (a.k.a. backbone) network
Communication and IT network of the Hungarian Army, with special focus on traffic
shappings of the fixed network and the benefits of using the unified IP/MPLS (Internet
Protocol — Multi Protocol Label Switching) network technology in the backbone
communication network of the Hungarian Army. The fixed network of the Hungarian Army is
the data transmission network for transport services, that connects the sites of the Hungarian
Army currently using time division multiplex transmission network technology. The fixed
network is built up using microwave network communication devices. The latest renewal of
these devices have happened in the early 2000’s. Current technologies used in the fixed
network has been described by Karoly Fekete in his PhD thesis in more depth. My research is
partly based on the research described in this work. Beside these the technology changes in
the non-military telecommunication (e.g. the technology migration to the unified IP network)
and the deployment of high-availability IP based devices, and their wide-spread use in civilian
service provider networks have influenced me to do my research.

After carefully studying the documents and materials both in the Hungarian and International
scientific community, I have come to the following conclusion and hypothesis:

e [t is just as crucial to analyze IP based information technology networks as time
division based telecommunication networks have been analyzed in the past

e [tis important to use such traffic analysis the fixed network of the Hungarian Army

e The traffic patterns of the fixed communication network, the topology and the network
relations can be modelled in software

e Based on the results of the traffic analysis using scientific modelling a long term
evolution of the network topology can be determined.

2. RESEARCH AIMS

One of the basic research aims based on the above is to study technologies used in Service
Provider networks and to adopt these to the special environment used in the Hungarian Army.
Part of this research is to make a recommendation for network elements used in the fixed
network in the future.

In order to reach my research goals I have set the following mid-term goals:



¢ to examine the special military communication and IT requirements that the fixed
network should fullfill

¢ to determine methods that help in modelling traffic situations

® to determine present and probable future traffic requirements

¢ to study the possibility of using a common Ethernet/IP/MPLS based network
technology model in the fixed communication network of the Hungarian Army

® to make recommendation for the physical and logical topology of a fixed
communication network

® to suggest network technology parameter settings

¢ to determine a migration path from the present network structure to a future one

It is important to state that I’'m not considering part of my research the following:

e General technical parameters of the IP routers (only up to the level that is required for
setting a fixed communication network, as these parameters have been defined by
NATO (North Atlantic Treaty Organization) STANAGs (Standardization Agreement)
and IETF (Internet Engineering Task Force), IEEE (Institute of Electrical and
Electronics Engineers Inc). standards.

e General Introduction of Ethernet / IP / MPLS technology (it is a well known
technology used in civil and military networks as well) — The technology has been
publicly researched in many papers

® Any organizational aspects of the suggestions in the Hungarian Army

e The economic and material impact of the suggestions

¢ human resource requirements of the suggestions

I finished my research, documentation, gathering data and information for my studies in
December, 2009.



3. METHODS OF RESEARCH

In order to fulfill my research goals, I studied the available scientific and informational
material in the library of the Zrinyi Mikl6s Defense University, the related PhD and doctoral
theses, the books, articles related to my research topic. I have studied the IP/MPLS
technology standards and recommendations from both the civil and military groups. I’ve read
the material (mostly foreign) in connection with my research topic in the scientific media. I
have consulted with the operational and military personal in my research area, including the
personnel operating the fixed network in the army and the operation crew of different civil
networks. I participated on Hungarian and international conferences where I held
presentations on the results of my research, and I have gained deeper knowledge on the
network trends in the world. I used my experience in IP/MPLS backbone technology design at
different Hungarian backbones (Magyar Villamos Mivek Zrt., Magyar Telekom Nyrt.,
Telenor Zrt., Emdsz Kft.).

I used both secondary and primary research methods such as:

e | researched and conducted the scientific material in connection with my research
topic, the scientific works, and PhD theses

e analyzed the development of IP/MPLS networks from 1% generation network
developments to 2" and 3" generation IP network developments

e T’ve studied the network services used in the current IP/MPLS networks and how they
work

¢ | have concluded consequences from the IP/MPLS backbones examined the different
properties of the fixed backbone networks and their usage

e | have conducted primary network research and design in several civil backbone
networks (Magyar Villamos Mivek Zrt. Magyar Telekom Nyrt. and Telenor Zrt.,
Emdsz Kft.), and I used my experience when making a suggestion for the fixed
backbone network of the Hungarian Army

® I’ve modeled the traffic situations using tools of computing (computers, networks etc.)
and [ automated where it was possible.

4. THE EXECUTED RESEARCHES IN DIFFERENT CHAPTERS

The first chapter contains an overview about the requirements being set up by the Doctrine for
my field of research — the fixed communication and information system of the Hungarian
Army. I also examined whether the fixed communication system of the Hungarian Army



fullfills these requirements or not and whether it contains the answer for the challanges that
has been asked also in this chapter. In this chapter I highlighted that the Doctrine defines the
communication adn information system of the Hungarian Army as a war support system and I
proposed a new approach for the relationship between the supported party and the support.
This has been defined in detail in the following chapters. I also defined the main paths
(system integration, combat engineering security and information security ) paths by which
the requirements for the communication and information system of the Hungarian Army is to
be defined. I called the attention that the Doctrine defines information operation as a task of
the communication and information sysmtem. The Doctrine defines those basic principles that
helps deploy and operate the communication and information system of the Hungarian Army.

These principles make possible that high availability networks design, deployment and
operation currently being used in Service Provider networks are to be used at the deployment
of the fixed communication system of the Hungarian Army, considering that the special
requirements of the Hungarian Army is taken into account. Further parts in this chapter is
dealing with the actual development plan, which contains only rough paths does not include
actual system development details, which I consider a serious problems. Furthermore it
defines the some basic military communication terminology. The last part of this chapter deals
with the proposed solution, and I giving a migration path to solve the problem before. In the
first chapter I describe the present network, how it is built up and its specialities, and I define
the structural and service problems of the fixed communication system. It is built up
inhomogeneous network elements and technologies and the network resources are not
properly utilized. Data transmission speeds are low, and the LAN-s are separated. The fixed
communication system has service quality and restoration problems and the lack of network
level measurements. I define the following actions in order to improve the network quality:

1. TIsolation of the network making an unified network

2. solving capacity problems

3. Making the network QoS capable, making call controll based on IP

4. Deployment of IP/MPLS in order to improve availability utilization and service
parameters

In the second chapter I'm seeking an answer to the question whether military IT applications
demand a certain set of changes in the communication and IT system of the Hungarian Army.
I payed closer attention to the traffic situation in the network with 3 traffic examples, and
simulated using a computer model the three situations. The three situations defines 3
development stages of the IT and military IT systems and their bandwidth demands
respectively. The network is simulated against such traffic demands and it is proven that the
network is not capable of fullfilling future traffic demands in the present state, without major
changes in the architecture and design both in terms of reliability and bandwidth as well. The
fixed network has to be upgraded.



The 3rd chapter is the proposed network built up for the future fixed communication system,
its network elements and its suggested topology. In this chapter I thoroughly determined the
technologies to be used in the fixed network communication system of the Hungarian Army
using high-availability routers and Ethernet microwave devices. The requirements for the
proposed Ethernet microwave devices has been defined throughout the chapter. These
network devices proposed a unified, reliable platform to propose services. The new generation
IP/MPLS network devices provide 99,99% reliability, and these devices make MPLS VPN
services possible. These virtual private networks separate organizational units, and we can
differentiate and provide different service levels for the military IT applications. The service
levels on the network are provided using paths (a.k.a label switched paths LSP-s). LSP-s are
defined either autmatically in case special path are being used then by hand. The requirements
for the IP/MPLS router devices have been defined in this chapter, and also the network level
IP/MPLS parameters up to a level of depth that is necessary for the high level design of the
system. I called the attention that the network services can be easily assured using the services
of an external IP/MPLS service provider. In this chapter I examined that what sort of
migration path is required from the present network to a modern, 2nd generation network to a
more future proof network. Throughout this migration path each network layer are recreated
at a higher quality.

The annexes contain the materials that are required for further understanding (so the tests and
device parameter settings that are being used throughout the primary applied research).

5. CONCLUSIONS

To reach my research goals the PhD thesis has been cut into three chapters. The first chapter
defines the requirements based on the Doctrine and describes the present situation, the second
chapter models the bandwidth requirements for the possible scenarios and proposes a method
for the traffic situation analysis in the future. A rough estimation is provided here using 3
scenarios, and a computer based model and a possible computer based modelling is proposed.
In this chapter we are using a scientific method to :

to estimate the utilization scenario using different traffic scenarios

how certain traffic situation can be modelled on a packet network

what sort of congestion and overutilization problem may occur in a network modell
how these congestion problems are reflected in the real network

how the fixed network reacts to the increased demand from the application layer

The 3rd chapter contains suggestions for the new fixed and IT network. This chapter defines a
proposal for the fixed and IT network topology, clearly defining the technology as well as the
type of network elements to be used in the fixed network. The set-up is started with the
theoretical network layers and a typical backbone site device will be determined. In my
understanding the classical transmission and IP based where the transmission network
provides point-to-point connections over fiber, wavelength or microwave connections.



6. NEW SCIENTIFIC RESULTS

Suggestions have been given for the new network topology — using mathematical methods to
analyze capacity problems in the network. I did traffic analysis in the network, I made
predictions for the network traffic. The simulation included traffic situations that has occured
in the past - a realistic estimation for the current network utilization and predictions for the
future network utilization. I determined bottlenecks in the network the technology causes of
the capacity problems. I designed the network using current network technology and devices
on a device level. I also determined the requirements for the network devices on a network
layer, its settings on a network layer. I determined the suggested services and I simulated on a
test network the suggested deployment of network.

I consider the following a new scientific result:

1. Clarifing the problems int he fixed network of the Hungarian Army both considering
technological and network capacity situations. Clarifing that on the present
technological level the network is not futureproof and not ready for transmitting data
for military IT applications e.g. 3D radar images. The network topology, and its
devices are outdated and it is to be reconsidered.

2. Iconsider a primary research result that I made predictions on the traffic and modelled
the network using 3 traffic cases. 'm considering a primary applied research result
that the traffic modell of the network has been created and it is made reproducable.
This way it creates a way for a more detaild traffic analysis of the network. Both the
described and applied method for traffic analysis and the result of the traffic analysis
is considered a primary research result.

3. I'm considering a primary and secondary research result that the fixed network of the
Hungarian Army has been created the parameters and settings have been thoroughly
determined, and a migration overview has been suggested.

4. T'm considering a secondary research result that the service provider infrastructure has
been examined, its possible usage for the purpose of the Hungarian Army has been
examined. I also called an attention on protected critical information infrastructure

5. I'm considering a primary research result that the network has been moved to a service
based approach and I also created the possible technology for a service based network
approach where each layer (service, network, transmission) is defined in SLA
agreements.

7. PRACTICAL AVAILABILITY OF THE NEW SCIENTIFIC RESULTS

The thesis can be used in practice for the deployment of the fixed network of the Hungarian
Army - either as a network development strategy tool or design the traffic for the network of
the Hungarian Army and rethinking its capacity situations. The paper is highly suggested to
be used when considering the design of the new fixed network.



8. RECOMMENDATIONS

It is highly recommended to be used at the Doctoral schools of the Zrinyi Mikl6és Defense
University as a study material. It can be used as a training material for technical subjects
network theory at a University level as well. The material can be used at creating studies
applications and for making university notes.
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