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1. THE AIM OF THE DISSERTATION, ACTUALITY OF THE
TOPIC

An organisation's primary line of defence against information security attacks is its employees.
As many statistics highlight, exploiting the human factor is a common - and successful - tool
for attackers. There is a myriad of techniques for exploiting the human factor, and these
methods have been described in detail by international authors and several national experts in
their studies, establishing that social engineering methods pose a real threat to organisations.
These attack techniques are constantly evolving and new ones are emerging.

Many public organisations around the world rely on digital government services, which
increases the information security risks in this sector. Public sector organisations are
particularly vulnerable to overload/DoS attacks, website defacement, phishing and malicious
code threats, unauthorised access and data leakage and theft, due to their role and operations.
International research also confirms that the public sector was one of the sectors most affected
by cybersecurity incidents in 2022. This makes it essential to improve the information security
of public sector organisations, of which security awareness training for employees is an
essential part. All the national laws and standards relevant to information security presented in
this thesis require information security education for users.

Reducing the risks posed by the human factor is therefore in the interest of every organisation,
and it is essential to increase users' security awareness and sensitise them to the subject by
improving and applying appropriate methods. Training methods may have different
effectiveness for different organisations and user groups, and it is important to evaluate their
effectiveness before use.

Both the literature review and my own experience have confirmed that commonly used
educational methods alone are no longer sufficient to effectively improve awareness level of
users, as both the techniques of attack and the needs of users have changed a lot over the last
10 years.

For these reasons, I set the goal to investigate which methods can be used to effectively improve
users' security awareness level, to acquire a security-aware attitude and to encourage
participants to do a security-aware behaviour, in line with nowadays’ requirements and current
trends. As a potential solution to this problem, I identified the currently popular gamification
methods and investigated their applicability to the improvement of security awareness level. I

was curious to find out which security awareness solutions are effective in increasing



employees' security awareness, which methods are preferred by users, what kind of user
experience they provide for participants, and whether gamification solutions can be used in a
workplace environment to improve security awareness level of employees, and if so, with what
effectiveness, and who and how can use them. In this research I have also focused on how the
workplace environment, workplace characteristics, and specifically the nature of the
organisations influence the level of security awareness of users, the success and effectiveness
of the methods used.

Several international and national experts have also published research on the effectiveness of
security awareness improvement methods, and their results show that it is worth further
exploring the issue, since, as several authors have shown, preferred solutions may not yet be
effective in practice. Nevertheless, the applicability of gamification in security awareness
training has been investigated in relatively few scientific publications: a search on 26 June 2023
on Scopus for the terms "awareness" and "gamification" yielded 104 relevant results, narrowing
the subject to "Computer Science" yielded 13 publications, and a search on Academia.edu for
"security awareness gamification" yielded 959 publications, including 62 journal articles and 1
conference paper. For all these reasons, I found it important to investigate both the literature

and the practice of security awareness gamification.



2. SUMMARY OF THE RESEARCH AND THE
DISSETRATION

For the preparation of the dissertation, I conducted both a literature review and my own
research. In many of the studies and surveys I drew on my own practical experience and on the
results of surveys from other sources, as well as on feedback from awareness-improvement
actions and observations made specifically in the security awareness escape room and in the
delivery of board game programmes.

The first step of the research was to explore the relevant international and national literature on
Social Engineering, security awareness and related education, training and improvement
opportunities, including gamification.

Based on the results of the literature review, four hypotheses were defined and examined in
separate chapters. I have chosen a questionnaire survey with practical elements as the most
appropriate data collection method to verify the hypotheses, which I will present in detail in the
examination of the first hypothesis. In addition, I have considered my previous surveys relevant
to the topic as well as my practical experience.

The data collected through the questionnaire survey will be presented and analysed in the
examination of each hypothesis, with each chapter presenting the data used in the research in

relation to the specific topic. Overall, I have worked with the data indicated in Figure 1.
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Figure 1: Data collected and used in the research (source: own editing)



In the figure, the colours indicate each of the constituent groups, such as organisational, user

characteristics and training method. The arrows between the groups represent their interaction.

By analysing the data, I have applied general descriptive statistical methods and cluster

analysis.

I have divided my dissertation into the following chapters:

Chapter 2: Literature review, in which I present the methodology and results of the
first phase of the research in detail and describe the security awareness development
methods that are also reflected in the research and identify the requirements and best
practices related to them.

Chapter 3: Examining the effectiveness of security awareness improvement methods in
the light of user experience, in which I present the chosen data collection method and
the practical research conducted for the dissertation, and its results, such as the
effectiveness of each of the methods examined, and compare its relationship with user
preference experience and usefulness.

Chapter 4: The applicability of gamification to enhance users' security awareness level
in the workplace environment is the title of this thesis, in which I specifically discuss
the research findings that demonstrate the relevance of gamification in information
security improvement.

Chapter 5: In The applicability of the Security Awareness Escape Room in a workplace
environment for improving users' security awareness 1 highlight a specific solution from
Chapter 4, using the results of a previous research to investigate whether the method
can be applied in a workplace environment to improve security awareness.

Chapter 6: In The applicability of a security awareness board game in a workplace
environment to increase users' security awareness | highlight a specific solution from
Chapter 4, including the steps to develop such a solution, and examine whether it can
be applied to improve security awareness in a workplace environment.

Chapter 7: Conclusion, in which I summarise the results and conclusions of the related
research, as well as the potential for further use and extension of the methodologies and

tools developed.



3. TESTED HYPOTHESES

The aim of my dissertation was to compare the effectiveness of different security awareness

development methods, to draw conclusions about which method is most applicable for

which kind of developments, in which topics and work environments, thus helping

organizations to plan information security awareness improvement actions and to increase

their effectiveness. Within the education types examined, I was particularly interested in

the applicability of gamification solutions in a domestic context, in organisations of

different sizes, operating in different sectors, and in relation to two gamification

programmes I developed, the security awareness escape room and the security awareness

board game.

In preparing my dissertation, I sought to answer questions such as

which security awareness methods are the most effective, including how gamification
approaches are used,

which method transfers the most knowledge to the participants in the different
improvement actions,

which method will achieve at least a minimum level of knowledge increase for most
users (i.e. increase the number of users who will gain at least one new knowledge
following the programme),

in the long term (e.g. one month later), which training method is most likely to retain
the knowledge learnt and which training will provide long-lasting knowledge,

which methods are preferred by users when they have to decide whether or not to
participate in some kind of training and whether this has an impact on the learning,
how users rate each security awareness programme in terms of user experience,
enjoyment and how this affects the improvement of their level of security awareness,
how users rate each security awareness programme in terms of usefulness and how this
affects the improvement of their security awareness level,

is there a correlation between the knowledge acquired and the user's preference and the
degree of user experience provided by the programme,

which are the most existing security awareness skills, and

which ones have improved the most following participation in the security awareness

programme,



e can we use gamification methods, including the security escape room and the security
awareness board game in the workplace,
e how and which method should we choose when planning our next security awareness
action?
Based on these questions, I have defined four hypotheses presented below, which are partially

interdependent, and examined in detail in the chapters of this dissertation.

Hypothesis H1: "For Hungarian organisations, both in the private and public sector,
security awareness improvement methods that are enjoyable for users will increase
security awareness knowledge both in the number of new knowledge elements and
number of security-aware employees than solutions that users prefer or find useful."

To prove this hypothesis, I developed a practical survey methodology to compare the
effectiveness of security awareness methods, which is presented in Chapter 3 of this thesis. My
aim with this study was to demonstrate that security awareness methods that are enjoyable for
users increase users' security awareness knowledge to a greater extent and are able to increase
the knowledge of more users than methods that users prefer or find unhelpful.

Based on the results, I found that user preference does not affect the effectiveness of training,
i.e. the fact that a user does not prefer a training method does not mean that he or she will not
learn from it, and vice versa: a preferred training method is not necessarily effective. I identified
a weak positive relationship between users' perceived usefulness and effectiveness, suggesting
that training methods that users perceive as useful are marginally more effective in increasing
both the number of security awareness knowledge and the number of more security aware users.
Likewise, a weak positive relationship was found when examining how user experience
influences the number of new security awareness knowledge after attending a training course,
but a strong relationship was identified in increasing the number of more security-aware users.
This suggests that user experience can influence the effectiveness of a security awareness
programme. That is, those who participate in a programme that they enjoy are more likely to

learn from the training than those who receive less enjoyable training.

Hypothesis H2: " Gamified solutions and gamification methods can be used in information
security training actions in Hungarian organisations, both private and public sector, and
can increase the security awareness of employees and the number of users who have

acquired at least one new security awareness knowledge element."



To prove the hypothesis, I used the results of the survey used for H1. My aim with this study
was to prove that users indeed consider gamified programs to be the most enjoyable in terms
of security awareness development, and that gamification methods have the potential to
improve security awareness both in terms of increasing knowledge and increasing the number
of more security-aware users.

The results have confirmed that gamification methods as the most enjoyable solution can be
applied to any organisation, regardless of its nature and size, and can be applied to any user
group, regardless of the age and gender of the employees, based on the user experience. This
will help to dispel misconceptions that these methods can be used to reach a narrower user
group. My research has also shown that gamification methods can be at least as effective as
traditional approaches in improving security awareness in the short term, but in the long term
they are inferior to lecture-based training, and it is therefore worth using a mixed programme

approach.

Hypothesis H3: " A security awareness escape room, as a new training method developed
by me can increase the security awareness knowledge of employees of private and public
sector organisations in Hungary and increase the number of users enriched with new
security awareness knowledge."

My aim in this study was to prove that the security awareness training room I developed in
2014 can improve security awareness both in terms of increasing knowledge and increasing the
number of more security-aware users. | applied the research developed for hypothesis HI and
examined the results of this research specifically in relation to the escape room as an element
used in it. The results show that, according to the percentage of users who have acquired at least
one new security awareness element, the security escape room is the 3rd best security awareness
improvement tool of the 6 methods tested, and thus has the potential to improve security
awareness and is most effective in raising awareness, especially among the 50-59 age group
and the under-30s. The results are very mixed across sectors in terms of the effectiveness of the
security awareness escape room in increasing security awareness: in the public sector it is less
effective in this test item, while in the private sector it is the most effective solution for
increasing awareness level of employees. All of this suggests that the skills previously
identified as common gaps (document shredding, social media, phone and smart device security
awareness) are greatly improved following this programme, and that the method is particularly

suitable for delivering targeted konwledge through its ease of customisation.



Hypothesis H4: ""A security awareness board game, as a new training method that I have
developed has the potential to increase the security awareness knowledge of employees of
private and public sector organisations in Hungary and to increase the number of users
who have gained new security awareness knowledge."

In this study, my aim was to prove that the security awareness board game I developed in 2021-
2022 can improve security awareness level of users both in terms of increasing knowledge and
increasing the number of more security-aware users. For this purpose, I used the research
developed for hypothesis HI and examined its results specifically in relation to the board game
as an element used in it. The results show that, based on the proportion of users who have
acquired at least one new security awareness knowledge element, the security awareness board
game is the 2nd best security awareness tool among the methods tested, and it means that it has
the potential to improve security awareness, being most effective for sensitising those under 30
and those aged 30-39. In the public sector, increasing security awareness is considered the most
effective method of education, while in the private sector it is the least effective way to increase
awareness. Generally the board game programme has also led to a small but significant
improvement in knowledge previously identified as generally lacking (document shredding,
social media usage, phone and smart device security awareness), an area where it may be
appropriate to improve the customisation of the game, for example by specifically marking

cards for pre-sorting.

10



4. THESES AND NEW SCIENTIFIC RESULTS

The aim of my dissertation was to prove that experience-based training solutions, gamification

methods can improve security awareness both in increasing the number of security awareness

knowledge and in increasing the number of more security-aware users (i.e., who gain at least 1

new knowledge after the training). In addition, I have developed two gamified educational

tools, a security awareness escape room, and a security awareness board game, which I have

demonstrated to be effective in security awareness improvement method.

Based on the above, the following scientific results can be concluded:

I.

II.

I11.

With the survey method I developed for this research, I was able to measure users'
evaluations of specific programmes, such as preference, usefulness and enjoyment,
not only through traditional questionnaires, but also through practical participation
in different programmes. To these I was able to relate the results to changes in their
security awareness and identify the relationship between user ratings and
programme effectiveness. With these findings, I proved the thesis that, for
Hungarian organizations, both private and public sector, security awareness
programs that users enjoy increase security awareness knowledge to a greater
extent and increase security awareness knowledge of more employees than
preferred or perceived useful methods.

From the point of view of user experience, gamification methods were clearly the
best option based on my research. Accordingly, I measured the openness of users to
gamification on the one hand, and the effectiveness of these methods on the other
hand, also by means of the survey used in the first point. My research proved the
thesis that gamified solutions and gamification methods can be applied in
information security awareness training actions in Hungarian organisations,
both in the private and public sector, and that they are able to increase the
security awareness level of employees and the number of users who have
acquired new security awareness knowledge.

To improve security awareness level of users, I developed a security awareness
escape room methodology in 2014, which I have been actively using since then to
train users on information security awareness. This solution has received a lot of
positive feedback, but its effectiveness has not yet been measured in any other way,

so its applicability has not been proven. Through this research I have validated
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IV.

the thesis that the security awareness escape room developed by me in 2014, as
a new security awareness improvement solution, has the potential to improve
security awareness level of employees both in terms of increasing knowledge
and increasing the number of more security-aware users.

To improve security awareness, I also developed a security awareness board game
between 2021-2022, which was published and is available as an educational solution
for both organisations and individuals. This solution has received a number of
positive feedbacks, but its effectiveness has not yet been measured in any other way,
so its applicability has not been proven. Through this research I have validated
the thesis that security awareness board game developed by me in 2021-2022,
as a new security awareness improvement solution, can improve security
awareness level of employees both in terms of increasing knowledge and

increasing the number of more security-aware users.
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5. PRACTICAL USE OF THE RESEARCH RESULTS

In my dissertation, I have shown that gamification methods, including escape rooms and board
games, can improve security awareness level of employees, both to increase new knowledge
and to increase the number of more security-aware users (i.e. participants who have gained at
least 1 new knowledge after the program). The two gamification solutions I tested (the security
awareness escape room and the security awareness board game) were found to be highly
effective in the short term, but in the longer term, although effective in improving participants'
knowledge, they ended up at the bottom of the ranking. It should be noted, however, that both
of the gamified methods I have presented primarily promote regular use, with the board game,
for example, specifically aimed at providing frequent educational opportunities or even board
game club-like use. The research findings presented, and the experiences described in detail in
this thesis, may be useful in helping organisations designing information security awareness
programmes to select the most appropriate methods for their needs - as it is important to

recognise that there is no one best solution for everyone.

New methods that follow current trends, such as gamification, will most likely always be
popular, so it is worth keeping up with the times and opening up to new possibilities, but it is
important to evaluate which solutions are the most enjoyable and effective for our organisation
and employees. As my research has repeatedly and surprisingly highlighted, there can be huge
differences even in the effectiveness of gamification methods, even just in terms of the sector
in which they operate. What proved to be the most effective solution in the public sector came
last among market companies - and vice versa. Therefore, prior evaluation, preferably testing
with key users is very important, in which even the survey method I used and presented in my

dissertation, can be of great help.
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6. FUTURE RESEARCH DIRECTIONS AND IMPOVEMENT

OPPORTUNITIES

The research for this dissertation has also provided me with very interesting and

enlightening results, which I plan to use as a basis for further developments, both in terms

of further survey options and the gamification tools developed:

My aim is to do further investigations about gamification methods, which are more
effective in the short term, can have a positive impact on other traditional training
methods, and whether the use of gamified methods to stimulate interest has an impact
on the success of traditional methods.

In the present research, this was not possible primarily due to the sample size, but it may
also be interesting to investigate how the gained knowledge are actually applied in
practice (e.g. during a Social Engineering audit), and what correlation can be observed
between long-term recall of theoretical knowledge and practical application.
Specifically with regard to the board game, its positive reception and its effectiveness
in security awareness development confirmed that there is a case for further
development of the game as described in detail in this thesis, for improving the existing
game and adding new features, and for developing more specialised versions (for home

and management).
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